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* Director, Forensic Engineering at ManTech CARD

« SANS Senior Instructor, Course Author and
FOR585 Course Lead

* Involved with InfoSec/Forensics for 16+ years

» Co-Author of Practical Mobile Forensics (15t and 2nd
Editions)

* Blog at smarterforensics.com

» Wife and a mama

* Dog, horse, wine and bourbon lover ©
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Why Health Data?

Apple Health Data Is Being Used as
Evidence in a Rape and Murder

Apple health data used in murder trial

Investigation e

German authorities cracked a man's iPhone
and found out what he was up to.

aaaaaaaaaaaa
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Gaining Access

900

Encrypted i0OS Backups

« Includes tool backup/file system dumps
« NOT in unencrypted backups

Health App Export

701/480 calres « XML Files — very messy dataset

iCloud Backups
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How to Create The Evidence

« 1Tunes — Encryption Selected
« Commercial Tool that Encrypts (Test this)
| |

MAKE SURE YOU KNOW
THE PASSW()RD!!!!

|||||||||||||||||||||||||||||||||||||||||||||||||||||
bbbbbbbbbb
Change Password...
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Primary Artifacts

- /private/var/mobile/Library/Health/
* healthdb.sqlite - Activity Sharing , Settings, Sync, etc.
* healthdb_secure.sqlite — Achievements, Workouts,
Friends, etc.

* Tracks Workout and “Non-Active” Periods ®
» Historical Database Contents Y

* Yep, it seems to never forget! ﬁi
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What You Should Expect

* iPhone Activity -~ .
» Apple Watch Activity ...~

* Friends Activity = D
» 3" Party Apps Activity — =
* TONS of data!!!! e D
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Data Types —What are you looking for?

_ Wal 5 = Heart _ 8 = Distance § 9 = Resting

10 = Active | 12 = Flights @ 20’s ~ 30’s |l 67 = WeeKkly
Energy Climbed = Nutrition [ Calorie Goal

o - 79 = 83 = Some
76 = Activity Workout Workouts
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9:01+

<« Search

Sat, May 26

Forensic Scenarios — Scene of a Crime m Outdoor Walk

Active Calories Total Calories

Distance Elevation Gain

1.32MmiI MFT

Start Date End Date data_id numerical_value key
Total Time Avg. Heart Rate

2018-06-01 12:28:34 2018-06-0113:02:10 1537888  36.2880717125128 _HKPrivateW. srdinatesLatit... 6. Pty
Corolla. NC 0:48:13 1058PM

4 2018-06-0112:28:34 2018-06-0113:02:10 1537888  -75.7965068333557 | _HKPrivateW: irdinatesLon...

w

Avg. Pace

tesLatit.. [CISWACHIIV!

wn

2018-05-26 08:38:38 2018-05-26 09:26:52 1530757  38.3887363225579  _HKPrive

Ocean Plnes MD

6  2018-05-26 08:38:38 2018-05-26 09:26:52 1530757 -75.1656868123218 _HKPrive .. ... __ — Splits
7 2018-05-2509:13:45 2018-05-25 10:18:33 1525944 -75.6283389844761 _HKPrivateWo i s Route Weather
Exton, PA » °
8 2018-05-2509:13:45 2018-05-25 10:18:33 1525944 40,0225115732439  _HKPrivateWe. ..c wev v coviimicw v = FdinatesLatit... o 80
9  2018-05-23 18:56:10 2018-05-23 20:06:28 1515335 40.0410082564131  _HKPrivateWo dinatesLatit...
Frazer, PA
10 2018-05-23 18:56:10 2018-05-23 20:06:28 1515335 -75.5402770825434  _HKPrivateWo. e wevv cociiarewcanenewodinatesLon...
11 2018-05-2101:06:10 2018-05-2101:20:40 1506529 36.1143965031413  _HKPrivateW natesLatit...

Las Vegas, NV

12 2018-05-2101:06:10 2018-05-2101:20:40 1506529 -115.173578473105 | _HKPrivateW vinvucvrcuticicocuuuncuoranatesLon...

DFIR



Forensic Scenarios — Heart Rate - Dragging a Body

* Changes in Heart Rate Pattern
* Flights Climbed

* Testing by Investigators...

The app recorded a portion of his activity as “climbing stairs,” which authorities were
able to correlate with the time he would have dragged his victim down the river
embankment, and then climbed back up. Freiburg police sent an investigator to the
scene to replicate his movements, and sure enough, his Health app activity correlated
with what was recorded on the defendant’s phone.
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And Now My Lawn is Dead

e What This Looked Like




Forensic Scenarios — Heart Rate - Dragging a Body

1 select datetime (samples.start_date+ X 9:46 ¥

2 datetime (samples.end_date+d , samples. 4 Search

3 data_id, data_type, quantity, original_quantity, unit_strings.unit_string, original unit, <Healh Data

4 correlations.correlation, correlations.object,correlations.pr

5 string_value, metadata values.data value, metadata values.numerical_value,

6 metadata_values. Value_;ypr:- (metadata keys.key B Heart

7 from samples

8 left outer join quantity samples on samples.data_id = quantity_samples.data_id - “
9

left outer join unit_strings on quantity samples.original unit = unit_ strings.RowID

10 left outer join correlations on samples.data_id = correlations.object <
11 left outer join metadata_values on metadata values.object_id = samples.data_id
12 left outer join metadata keys on metadata keys.ROWID = metadata values.key_id
13 where "Start Date"” like '$2018-06-04 17:%' and data_type = 5
14 order by "Start D " desc o
= >
13/12 hours
Start Date End Date data_id data_type quantity unit_string  original_u
61 12018-06-04 17:02:37| 2018-06-04 17:02:37 1547823 5 2.38333333333333 count/min 2
62 1 2018-06-04 17:02:37| 2018-06-04 17:02:37 1547823 5 2.38333333333333 count/min 2 ) |
63 12018-06-04 17:02:33 | 2018-06-04 17:02:33 1547822 5 2.33333333333333 count/min "
64 12018-06-04 17:02:33 | 2018-06-04 17:02:33 1547822 5 2.33333333333333 count/min .
65 12018-06-04 17:02:27| 2018-06-04 17:02:27 1547821 5 2.33333333333333 count/min
66 12018-06-04 17:02:27| 2018-06-04 17:02:27 1547821 5 2.33333333333333 count/min 470 Cal High Intensity
Heart Rate Resting Rate Interval Training
67 1 2018-06-04 17:02:22| 2018-06-04 17:02:22 1547820 5 2.31666666666667 count/min
68 |2018-06-04 17:02:22  2012-06-04 17:02:22 1547820 5 2.31666666666667 count/min 2 59-177eeu 76zem 1.012
Today '

69 12018-06-04 17:02:21| 2018-06-04 17:02:21 1547819 5 2.31666666666667 count/min
70 12018-06-04 17:02:21 | 2018-06-04 17:02:21 1547819 5 2.31666666666667 count/min
71 12018-06-04 17:02:16| 2018-06-04 17:02:16 1547818 5 2.26666666666667 count/min
72 12018-06-04 17:02:16| 2018-06-04 17:02:16 1547818 5 2.26666666666667 count/min

2018-06-04 17:01:52| 2018-06-04 17:01:52 1547816 1.1 count/min
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Body Movin'

160

140

120

100

8o

60

40

20

€e:6v:Lt
LY:6C:L1
1€:93:L1
IR N A §
LG:90:L1
61:90:41
6£:90:41
¥€:90:41
¥2:90:41

rrrrrrrrrrrrrrrrrrrrrrrrrrm

T

T
)
o
O
o
X
~

T

60:90:41
gG:90:41

rrrrrrrrria

19:¥0:41
Sv:vo:ln
cbicoilt
€6:30:41
LT:TO:LT
13:30:L1
O1:CO:L1
61:10:L1
S¥:1o:41
vei1o:41
QT T0:LT
¢¢:00:41
08:00:41
O1:00:41
b1:00:41

rmrrrrrrrrrrrrrrrrrrrrroroeTa
(ap]
-
A
<t
O
{

O o
Lo
o2
Lo
Q
O
—~



Dragging

Body Movin'
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de too!

Jack wanted to
ri

Dragging

Body Movin'
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Forensic Scenario: Heart Rate — Dead or Alive?

« Drop in Heart Rate
« Correlate with iOS Application Usage
 CurrentPowerlog.PLSQL
« No Longer backed up in iOS 11 or iOS 12
« Physical/Jailbroken Access?
e Really difficult to test
« Volunteers?

« Active time during day

« Assumes user always wears Apple Watch or has Phone on their
person

« Periods of activity versus rest
« Correlate with iOS Activity
« Assumes same user on iOS device (via passcode)
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Validate Tool Findings

Health

106 items

com.apple.Health
Container:
Jorivate fvar fmobile /Applications /com.apple.Health
Details:

Source file: MedicallDData.archive
Full name: Heather Mahalik

Email: hmahalik@gmail.com

User picture:

Weight: _ W _H_Jkg
Blood type: A+
Is organ donor: 2

10:16 7 & = [ Root
<« Search S
Close Edit !
R
o~ s
> SR
{ B
Heather Mahalik
Date of Birth Dec 18, 1979 (38)
Sex Female
I
Blood Type Not Set _
Fitzpatrick Skin Type Not Set
Wheelchair Not Set

Track pushes instead of steps on Apple Watch in the
Activity app, and in wheelchair workouts in the Workout R
app, and record them to Health. When this setting is on,
your iPhone stops tracking steps.

ClassName = *_HKMedicallDData"
HKMedicallDDataBloodTypeKey = "1°
HKMedicalIDDataBirthdateKey = “-664070400"
HKMedicalIDDataNameKey = "Heather Mahalik™
HKMedicalIDDataEmergencyContactsKey

zz| <Array>

ClassName = “_HKEmergencyContact™
HKEmergencyContactNameContactIdentifierkey = "1E3628534
HKEmergencyContactRelationshipKey = “spouse”
HKEmergencyContactPhoneNumberContactIdentifierkKey = "80/
HKEmergencyContactNameKey = “Jus”
HKEmergencyContactPhoneNumberPropertyIDKey = “3°

| HKEmergencyContactNameRecordIDKey = "8

S HKEmergencyContactPhoneNumberKey = (1 n-

- un . un un n n

HKMedicalIDDatalsOrganDonorKey = "2°
HKMedicallDDataPictureDataKey = "Hex: 0xFF 0xD8 0xFF 0xE0 0x00 (
HKMedicallDDataHeightKey
S ClassName = "HKQuantity™
| UnitKey

S ClassName = "HKLengthUnit"

S_ HKUnitStringkey = "cm”
R ValueKey = "170.18"
HKMedicallDDataDateSavedKey = "504439681.604505"
HKMedicalIDDataSchemaVersionKey = "4"
HKMedicalIDDataGmtBirthdateKey = “-664070400"
HKMedicallDDataWeightKey

Export Health Data
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o Verify Time Zone

Health

106 items

com.apple.Health
Container:
Jprivate fvar /mobile /Applications /com.apple.Health
Details:

Source table: objects, samples, quantity
unit_strings, data_provenance
Source file: healthdb_secure.sqli
Data type: Flights dimbed
Value: 2.0
Start time stamp (Devic® time): 01/20/2017 03:23:20
Created (Device time): 01/20/2017 03:45:31

Source: Heather Mahalik’s iPhone

Source device: iPhone9,1 (10.2)

Evidence note

Enter a note for the evidence

Some Tools May Parse Bits of Health Data

select datetime(samples.st

data_id, case

1
2 datetime (samples.end_date+
3
4 when data tvee = 3 then “weiohc®

Start Date End Date datasd  activity type quantity

| 743630 2017-01-1922:23:20 2017-01-19222320 549521 flights chim... 2.0

i 743631 2017-01-19 221707 2017-01-19 222333 49522 distinm 24.3300000000047
i.’d 17-01-19 221707 2017-01-19 222333 549523 steps 990

2017-0119 123702 2017-01-19 18:43:28 549519  steps 190

20170119 123702 2017.01-19 18:43:28 49520 distinm 13.679595999953
743635 2017-01-19 172244 2017.01-19 173237 49517 steps 30
743636  2017-01-19 17:22:44 2017-01-19 173237 549518 distinm 1562959595997
743637  2017-01-19 1643:27 2017-01-19 16:33:25 549515 distinm 33.2699959995895
743633  2017-01-19 16:43:27 2017-01-19 16:53:25 549516  steps 450
?T‘MN 2017-01-19 1501:55 2017-01-19 150800 549512 steps 450
; 743640  2017-01-19150%:55 2017-01-19 150800 549514 distinm 31.5499950399884
743641 2017-01-19 145525 2017-01-19 1501:50 549511 steps 4090
Ta36L2  2017-01-19 145525 2017-01-19 1501:50 549513 distinm 27. 7799959999963
743643 2017-01-1912:3&22 2007-01-19 12:37:32 549508  steps 630
T43644  2017-01419 123622 2017.01.19 123732 49510 distinm 43.739999999907
T43645  2017-01419 122622 2017-01-19 123622 S49507  steps 30
743646  2017-01-19 122622 2017-01-19 123622 549505 distinm 2828959599997
743647 2017-01-19 1217010 2017-01-19 1226:22 549495  steps 8o
37‘3&8 017-01-19 121710 2017-01-19 1226:22 549506 distinm 55.579995959%472
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onginal_gquantty umit_string

All categories

£ Account
L. Emergency contacts
] Sources
[0 paired devices
Health data
=) Activity
4~ Workouts
4~ Active energy
4 Distance
4> Exercise minute
4~ Flights dimbed
4~ Resting energy
4~ Stand hour
4> Steps
(¥) Mindful minutes
p= Sleep
[=)- Body Measurements

[l Height
~fL weight
=+ Heart
) Heart rate variability
(=) vitals

N Heartbeat

n Pulse

0 Resting rate
. Achievements

1332060
1224897
124
511448
205110
11738
3730
318151
6193
168403
11
68
12
6
6
331
331
106741
331
106191
219

39




Google Cloud Data — NOT just for Android Users

hmahalik@gmail.com
. I BN

Chrome Sync

Bookmarks: 77

Last Synced: 25.02.2018 22:14:11
Passwords: 490

Extensions: 5

Other: 2560

Dashboard

DE@QBE

Chrome Sync

/

Locations (1141)

®

History (48493)

User: Heather Mahalik

Email: ~ [ | W |
Created: 26.02.2018 22:20:33
Size: 2.25 GB

®

Calendars (1642) Calls (0) Chrome (2648)

P

Mail (25375) Media (3670) Messages (0)

(@ [

WiFi (0) Chats (1537) User Info (1)

Dashboard (6)

Google Keep (0)
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ThinkYou Can Delete Your Traces?

Locations: 559
Most recent: 04.10.2016 12:29:15 40
Oldest: 19.05.2016 11:02:02

6.1161690 -115.1

14.09.2016 10:03:41 (UTC -4)
13.09.2016 00:16:46 (UTC -4)
12.09.2016 22:36:15 (UTC -4)
12.09.2016 21:15:11 (UTC -4)
11.09.2016 22:31:35 (UTC -4)
11.09.2016 21:29:52 (UTC -4)

11.09.2016 14:50:47 (UTC -4)

11.09.2016 12:04:0:

36.1161690 -115.

36.1161690 -115.1

4110 -115.

1

1

Walking
Moving
Walking
Walking
Driving
Flying
Driving

Driving

I

3.007
1.627
18273
0.698
9.933
3494.4
53.843

6.206

Tracks:
itle - - Flying
NORTH Flying from 11.09.2016 16:15:13 c
WASHINGTON DAKOTA 11092016 212952, Distance
MONTANA : 3
MINNESOTA
d Ottawa Montreal
Minneapolis ¥ .
g MAINE]
SOUTH WISCONSIN
DAKOTA VERMONT
Toronto.
OREGON MICHIGAN
o & HAMPSHIRE
WYOMING. I NEW YORK
i MASSACHUSETTS
1oWA. Chicago
NEBRASKA cr RI
PENNSYLVANIA NewYork
Deqver 1 ILLINOIS | LINDIANA | | OHIO Philadelphia
NEVADA
UTAH R Stees Kansas City Indianapolis TanD, "
ramento o DE
S CoLoRADO KANSAS EST  Wasngton
hcisco
o KENTUCKY VIRGINIA
| Jose.
CALIFORNIA Las Vegas Nashvile
NORTH
OKLAHOMA TENNESSEE TV
ARRANSKS Charlotte
i fogeke Lo NEW MEXICO Atlata ' soutn
oo b ) Dal MISSISSIPPI R GARQEINZS
an Diego allas.
Tucson yii ALABAMA, GEORGIA
R El Pﬂ
i W Desert jp,, Rd Tacos El Gordo @ Tonvention Cent 100% v | | Google map
2. N %) Vs R
) Guardian Angel Silver Lot #1 & #2 @ =
o 3 Tracks:

fimg sebap seq

a

w

ke Factory @

Cathedral

Trump International ®
Hotel Las Vegas

Fashion Sh Encore @

XS Las Vegas O
Fashion Show

Wynn¥as Vegas @

59\ SPring Mountain Rd
&

Treasure Island @

2,

Thé Palazzo ® %

R

Outdoor Gondola Rifes &
P Sands Expo

The Mirage @ The [Venetian @ = Convention Center

® Harrah's Las Vegas
Hotel & Casino

The LI
Hotel & Casi High Roller &

Conapalace @ Flamingo Las Vegas

Las Palmas O

Eim O
Sap, Sands Ave
= %4,
E Twain Ave
I
8
2
&

OHo\iday Inn Club
Vacations at Desert

-Walking %
Walking from 12.09.2016 22:11:04.
10 12.09.2016 22:36:15. Distance
1273m

Swer

Villas at Desert Pointe ©

Mi Casita Apartments O

¢ Twain Ave
Shelter Island Apartments O Fa|
&
§
Hampton Court ©
Maryland Cj

Copyright @Heather Mahalik, 2018




Next Steps

* Set expectations on what is possible
» Allocate time to test what you believe occurred

* Don’t forget about cloud
* iCloud
* Google
* Don’t reinvent the wheel
* https://www.youtube.com/watch?v=tLyjP6rRdyI
 smarterforensics.com/blog
- smarterforensics.com/presentations
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About 585...

e Course launched in 2014

* GASF Cert — Vendor neutral available to everyone

 Addresses the hard to tackle topics (Encryption,
Parsing, Query drafting, decompiling malware, etc.)

* Covers i0S, Android, 3™ Party Apps, Malware,
BlackBerry 10, Data Destruction and more

* Includes 24 hands-on labs + 1 capstone challenge of
current smart devices (bonus take home case + 6 bonus
labs)

* Is vendor NEUTRAL — We teach you the best methods,
not how to use commercial tools
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OnDemand vLive

FORS585 Advanced Smartphone Forensics Course Available At:
FORS85.com/course
Dec: CDI — SIM available
Jan: Amsterdam
Feb: New Orleans (SIM), Tokyo, VA and TX
Apr: Orlando, FL and Boston, MA
May: San Diego, CA

OnDemand ANYTIME!
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Heather Mahalik
heather@smarterforensics.com
@HeatherMahalik

Blog: for585.com/blog

QUESTIONS?
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