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Edition
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About Me

• Director, Forensic Engineering at ManTech CARD
• SANS Senior Instructor, Course Author and 

FOR585 Course Lead
• Involved with InfoSec/Forensics for 16+ years
• Co-Author of Practical Mobile Forensics (1st and 2nd

Editions)
• Blog at smarterforensics.com
• Wife and a mama
• Dog, horse, wine and bourbon lover J
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Why Health Data?
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Gaining Access

Encrypted iOS Backups
• Includes tool backup/file system dumps
• NOT in unencrypted backups

Health App Export
• XML Files – very messy dataset

iCloud Backups
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How to Create The Evidence 

● iTunes – Encryption Selected
● Commercial Tool that Encrypts (Test this)
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MAKE SURE YOU KNOW 
THE PASSWORD!!!!
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• /private/var/mobile/Library/Health/
• healthdb.sqlite - Activity Sharing , Settings, Sync, etc.
• healthdb_secure.sqlite – Achievements, Workouts, 

Friends, etc.
• Tracks Workout and “Non-Active” Periods
• Historical Database Contents
• Yep, it seems to never forget!

Primary Artifacts
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• iPhone Activity
• Apple Watch Activity
• Friends Activity
• 3rd Party Apps Activity
• TONS of data!!!!

What You Should Expect
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Data Types – What are you looking for?

3 = Weight 5 = Heart 
Rate 7 = Steps 8 = Distance 

in Meters
9 = Resting 

Energy

10 = Active 
Energy

12 = Flights 
Climbed

20’s ~ 30’s 
= Nutrition

67 = Weekly 
Calorie Goal

70= Watch 
On

75 = Stand 
(Stood) 76 = Activity 79 = 

Workout
83 = Some 
Workouts
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Forensic Scenarios – Scene of a Crime

Workout Location Map

Associate to Other Applications – Photos, Mapping, Workout, etc.
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• Changes in Heart Rate Pattern
• Flights Climbed
• Testing by Investigators…

Forensic Scenarios – Heart Rate - Dragging a Body
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And Now My Lawn is Dead

● What This Looked Like

And Now My Lawn is Dead

● What This Looked Like

And Now My Lawn is Dead

● What This Looked Like
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Forensic Scenarios – Heart Rate - Dragging a Body
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Body Movin'



Copyright @Heather Mahalik, 2018

0

20

40

60

80

100

120

140

160
16

:0
5:

35
16

:0
8:

49
16

:2
0:

14
16

:2
2:

40
16

:3
6:

13
16

:4
2:

13
16

:5
4:

33
16

:5
4:

38
16

:5
4:

44
16

:5
4:

53
16

:5
4:

59
16

:5
5:

04
16

:5
5:

15
16

:5
5:

19
16

:5
9:

55
16

:5
9:

56
17

:0
0:

14
17

:0
0:

16
17

:0
0:

30
17

:0
0:

35
17

:0
1:

28
17

:0
1:

34
17

:0
1:

45
17

:0
1:

49
17

:0
2:

16
17

:0
2:

21
17

:0
2:

27
17

:0
2:

33
17

:0
2:

42
17

:0
4:

45
17

:0
4:

51
17

:0
5:

00
17

:0
5:

06
17

:0
5:

34
17

:0
5:

42
17

:0
5:

48
17

:0
5:

55
17

:0
6:

09
17

:0
6:

22
17

:0
6:

24
17

:0
6:

34
17

:0
6:

39
17

:0
6:

49
17

:0
6:

57
17

:1
3:

33
17

:2
6:

31
17

:3
9:

47
17

:4
9:

33

Body Movin' Dragging
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Body Movin' Dragging Jack wanted to 
ride too!
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Death 
• Drop in Heart Rate
• Correlate with iOS Application Usage

• CurrentPowerlog.PLSQL
• No Longer backed up in iOS 11 or iOS 12

• Physical/Jailbroken Access?
• Really difficult to test

• Volunteers?

Alive
• Active time during day

• Assumes user always wears Apple Watch or has Phone on their 
person

• Periods of activity versus rest
• Correlate with iOS Activity

• Assumes same user on iOS device (via passcode)

Forensic Scenario: Heart Rate – Dead or Alive?
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Validate Tool Findings
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Some Tools May Parse Bits of Health Data

● Verify Time Zone
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Google Cloud Data – NOT just for Android Users
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Think You Can Delete Your Traces?
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Next Steps

• Set expectations on what is possible
• Allocate time to test what you believe occurred
• Don’t forget about cloud
• iCloud
• Google

• Don’t reinvent the wheel
• https://www.youtube.com/watch?v=tLyjP6rRdyI
• smarterforensics.com/blog
• smarterforensics.com/presentations

21
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About 585…

• Course launched in 2014 
• GASF Cert – Vendor neutral available to everyone
• Addresses the hard to tackle topics (Encryption, 

Parsing, Query drafting, decompiling malware, etc.)
• Covers iOS, Android, 3rd Party Apps, Malware, 

BlackBerry 10, Data Destruction and more
• Includes 24 hands-on labs  + 1 capstone challenge of 

current smart devices (bonus take home case + 6 bonus 
labs)
• Is vendor NEUTRAL – We teach you the best methods, 

not how to use commercial tools
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FOR585 Advanced Smartphone Forensics Course Available At:

FOR585.com/course
Dec: CDI – SIM available

Jan: Amsterdam
Feb: New Orleans (SIM), Tokyo, VA and TX

Apr: Orlando, FL and Boston, MA
May: San Diego, CA

OnDemand ANYTIME!
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QUESTIONS?

Heather Mahalik
heather@smarterforensics.com
@HeatherMahalik
Blog: for585.com/blog


