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Background

®* No single forensic discipline can give a complete view of an incident
® |everaging multiple disciplines can give comprehensive visibility
® |ncidents are multifaceted...

...analysis must be as well

® Version 2 designed to dive deeper into interesting findings and address
great questions raised from previous talk
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The Plan

Associate all devices to wireless access point
Capture all network traffic via tap inside gateway
Capture wireless traffic

Conduct typical activity on smartphone devices

Acquisition on two iPhones and Android

Network traffic examination from all traffic




Assumptions

® Smartphones
® Passcodes are known or “crackable”
® User did not wipe or delete the data

® Network

® | egal permission to capture wired and wireless
® Passphrase to WPA2 wireless network
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Wi-Fi Only

192.168.80.6
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Passive Wireless
Collection:
NetFlow
PCAP

The Setup

192.168.80.13

+1-484-202-8455 +1-484-202-8455

&-

192.168.80.1

Hardware
Tap

NetFlow
PCAP
PassiveDNS



Evidence Used

Device-based Network-based
e Jailbroken iPhone 6 * NetFlow
e Advanced logical acquisition e Statistical traffic abstraction: all metadata
e FEasiest acquisition for jailbroken i0S = HO @RS |
devices with A7+ chip ® From tap and wireless
* Rooted Samsung Galaxy S5 ® Full packet capture
e Physical dump e ALL content of network communications

® Best option when available (assuming ® From tap and wireless

the device isn’t encrypted) ® PassiveDNS logs

® Commercial and Open Source tools e ASCIl logs detailing all DNS queries and -
responses p——
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Filesystem Dump

=@ Data Sources

=24 blko_mmcblko.bin

- voll (Unallocated: 0-4194303)

- vol4 (BOTAO: 8192-4202495)

-1+ vol5 (BOTAL: 16384-4210687)

v+ vol6 (EFS: 24576-20996095)

o vol7 (m9kefsl: 65536-4259839)

- vol8 (m9kefs2: 73728-4268031)

- vol9 (m9kefs3: 81920-4276223)

-1+ vol10 (CARRIER: 90112-4284415)

-2 volll (PARAM: 98304-8486911)

- vol12 (BOOT: 114688-13746175)

1 vol13 (RECOVERY: 141312-15869951)

- voll4 (OTA: 172032-8560639)

-1+ vol15 (CDMA-RADIO: 188416-4382719)

-~ vol16 (RADIO: 196608-21168127)

1 voll7 (TOMBSTONES: 237568-4431871)

- vol18 (TDATA: 245760-4440063)

<1+ vol19 (PERSDATA: 253952-12836863)

= vol20 (RESERVED2: 278528-4472831)

= vol21 (SYSTEM: 286720-2621726719)

= vol22 (CACHE: 5406720-215121919)

= vol23 (HIDDEN: 5816320-58245119)

+ vol24 (USERDATA: 5918720-12727242751)
~[J} $OrphanFiles (22)

-~y $unalloc (7)

1 anr (2)

- app (40)

-1l app-asec (2)

-1 app-lib (2)

~[J\ app-private (2)

&[0 backup (9)

- bemnfc (3)
[
=

-
B

.
=

-E-F-F
by il iy 2

- [l clipboard (3)

-1l dalvik-cache (4)

= [} data (296)

B0 .drm (3)

m com.android.apps.tag (3)
m com.android.backupconfirm (5)
[#-[J) com.android.bluetooth (5)

[J\ com.android.browser.provider (3)
5.1l _ram andraid ralandar (51

————
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[ folders
[ keybags
[ Keychains
7 lib
log
logs
Managed Preferences
mobile
.DS_Store
forward
> Application Support
v Containers
.DS_Store
> Bundle
v [ Data
.DS_Store
v [ Application
.DS_Store

» [ 0C756634-B524-4EB3-8B08-207AFF8460D9

» [ 0CD9C300-839A-42E4-AF06-CD533875C87A
» || OFE0316F-4B10-4375-ADC6-F1C97A3E0Q14E

» [ 1A8F8394-758A-4F0E-A4BE-7C847DB503EA




Device Arrival

65 72

€9
0%
74
74

74
6l
65
SF

- FT_ENABLED
—
e NOISE
- ORIG_AGE
- PHY_MODE
- RATES
- RSN_IE

s RSSI

~SSID_STR

- ScaledRSSI
~-ScaledRate
~SecurityMode

-~ WEPKeylLen

- authMode

~isValid
~iSWPA

- |astAutoJoined

- |ast)oined
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- CHANNEL_WIDTH integer

boolean
data
integer
integer
integer
array
dict
integer

- SCAN_RESULT_FRO boolean

integer
data
string
real
real
string
real
integer

~WiFiManagerKnowtinteger

integer
boolean
integer
date
date

74

33
6F
65
€5

68

66
69
31
3D

true

65 €3 6B 3D 30 OA 7D OA OA 6E 65 74 |nternet check=0.}..net
22 .551d—"peas car
MMDsk=0e9%9a26c¢c7575
6 e649c747b2b31601d87308
2 Bkey mgmt=WPA-PSKN
72 5 71 75 €5 ©6E 63 79 3D 32 34 33 |ority=3..frequency=243
6E 3D 31 OA 09 75 73 €1 62 6C &5 5F | 2..autojoin=1..usable
OA 09 73 6B €9 70 5F €9 6E 74 &5 72 |internet=1..skip inter
30 0A 7D 0A net check=0.}.

llow TCP Stream (tcp.stream eq 808) - peascarrots_v2_tap_all-ip
Wireshark - Follow TCP Stream (tcp.stream eq 7) - peascarrots_v2_tap_all-ip

GET /1lp7wilKxUs/0TMFc2vgO/Mr1RVpHRT/YPMYriReZ/xqgsGb3T79.html HTTP/1.0
Host: captive.apple.com

Connection: close

User-Agent: CaptiveNetworkSupport-306.20.1 wispr

HTTP/1.0 200 OK

Content-Type: text/html
Content-Length: 68

Date: Sat, 06 Feb 2016 21:26:40 GMT
Connection: close

<HTML><HEAD><TITLE>Success</TITLE></HEAD><BODY>Success</BODY></HTML>




FaceTime Audio, Video Device-Device
Calls

SELECT ZCALLRECORD.ZCALLTYPE,
ZCALLRECORD.ZDATE,
] 8 b3 To: +1703.°0B0 || ZCALLRECORD.ZDURATION,
ZCALLRECORD.ZADDRESS,
v e From: phil-apple@| ZCALLRECORD.ZNAME
FROM ZCALLRECORD
6 o ¢ ©h [To: nevie@izmm-
5 g ©h [To: +1703ta wem T —
4 X To: +1703¢, il | ZCALLTYPE ZDATE /. ZDURATION ZADDRESS
> 1/2016/02/06 21:29:17 69 +1703_ _ _
3 4 O [To: +1703¢ s 16/2016/02/06 21:31:20 75| phi-apple
5 & |From: (571) »ar - 8 2016/02/06 21:33:34 77 nevie@i L W
To: 8/2016/02/06 21:35:55 0/+1703mmm
1 2016/02/06 21:36:06 24 +170!
8/2016/02/06 21:36:29 61|+1703mm umm
1 = Cellular 1/2015/08/11 11:15:04 o571
8 = FT Vid 1/2015/08/11 18:50:15 0703 = m
= Idaeo
) 8 2015/08/12 11:21:26 o+1571 "N
16 = FT Audio 1/2015/08/12 16:11:36 0/610_ M __.

'ideo only via WiFi!
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FaceTime Audio, Video Device-Device
Calls

pc@sift:$ nfdump -R 2016/ -t '2016/02/06.21:31-2016/02/06.21:38' 'proto tcp and (host 192.168.80.12 or host 192.
68.80.6) and not (port 8@ or port 443)'

Date first seen Duration Proto Src IP Addr:Port Dst IP Addr:Port Packets Bytes Flows

1— 2016-02-06 21:31:16.154 139.278 TCP 192.168.80.12:49337 -> 17.172.239.61:5223 57 26886 1
EiF) 2016-02-06 21:31:16.000 139.507 TCP 17.172.239.61:5223 -=> 192.168.80.12:49337 56 14630 1

2016-02-06 21:35:53.928 72.191 TCP 192.168.80.12:49337 -=> 17.172.239.61:5223 58 27408 1

2016-02-06 21:35:53.958 72.189 TCP 17.172.239.61:5223 -=> 192.168.80.12:49337 54 13296 1

Summary: total flows: 4, total bytes: 82220, total packets: 225, avg bps: 1878, avg pps: @, avg bpp: 365

192.168.80.6 192.168.80.12 STUN 198 Binding Success Response user: '@ MAPPED-ADDRESS: 192.168.80.12:16402

192.168.80.6 192.168.80.12 STUN 198 Binding Success Response user: '@ MAPPED-ADDRESS: 192.168.80.12:16402

192.168.80.6 192.168.80.12 STUN 186 Binding Request user: '@, =i @6

192.168.80.6 192.168.80.12 STUN 198 Binding Success Response user: '@, MAPPED-ADDRESS: 192.168.80.12:16402

192.168.80.12 192.168.80.6 STUN 194 Binding Success Response user: [ §§ MAPPED-ADDRESS: 192.168.80.6:16402

192.168.80.6 192.168.80.12 STUN 378 Binding Request user: '@, =i 6§

192.168.80.12 192.168.80.6 STUN 298 Binding Success Response user: [ %§ MAPPED-ADDRESS: 192.168.80.6:16402
_TEBF) 192.168.80.6 192.168.80.12 SIP/SDP 801 Request: INVITE sip:user@192.168.80.12:16402 |

192.168.80.12 192.168.80.6 SIP 387 Status: 100 Trying |

192.168.80.12 192.168.80.6 SIP 438 Status: 188 Ringing |

192.168.80.12 192.168.80.6 SIP/SDP 740 Status: 200 OK |

192.168.80.6 192.168.80.12 SIP 433 Request: ACK sip:192.168.80.12:16402 |

192.168.80.6 192.168.80.12 uppP 197 16402 — 16402 Len=87

192.168.80.6 192.168.80.12 UDP 197 16402 — 16402 Len=87

pc@sift:$ nfdump -R 2016/ 'host 192.168.80.12 and host 192.168.80.6"

Date first seen Duration Proto Src IP Addr:Port Dst IP Addr:Port Packets Bytes
2016-02-06 21:31:19.637 75.417 UDP 192.168.80.12:16402 -=> 192.168.80.6:16402 3673 452444
2016-02-06 21:31:19.937 75.146 UDP 192.168.80.6:16402 -=> 192.168.80.12:16402 3580 548290
\A/iF] 2016-02-06 21:36:29.432 61.156 UDP 192.168.80.12:16402 -=> 192.168.80.6:16402 12440 12.1 M
2016-02-06 21:36:29.000 61.646 UDP 192.168.80.6:16402 -=> 192.168.80.12:16402 9373 3.4 M 1l

Summary: total flows: 4, total bytes: 16582386, total packets: 29066, avg bps: 357562, avg pps: 78, avg bpp: 570
Time window: 2016-02-06 21:26:35 - 2016-02-06 22:54:02

Total flows processed: 10743, Blocks skipped: @, Bytes read: 517272

Sys: 0.016s flows/second: 671437.5 Wall: 0.005s flows/second: 1828595.7




Weh Activitv

B IEF Report Viewer v6.7.3.0370 - Examiner Mode - Case: Not entered
@ Restore Licensing  Help
Move . - -
S Go To #: | | @ |mﬁm&hamm V| Search: | &
ize
—  Minimize Count ~ 97 #  Search Tem URL Date/Time - (UTC)(.  Web Page Title Original Search Query
o Maximize
45  mupoets https://www google com/search?q=mupoetsédz=1CD_  02/06/2016 09:42:49 _ mupoets
x  Close Alt+F4
— 83 19 mupoets https://www google com/search?q=mupoetsédz=1CD_.  02/06/2016 09:42:48 _ mupoets - Google Search mupoets
.” Facebook URLs 29 39  mupoets https://www google com/search?q=mupoetsédz=1CD_.  02/06/2016 09:42:48 _ mupoets - Google Search mupoets
u Google Analytics First Visit Cookies 1 22 practical mobile forensi_  https://www google com/search?q=practical+mobile+f_  02/06/2016 09:41:47 _  practical mobile forensics - Google Search practical mob
4 Google Analytics Referral Cookies 1 38  practical mobile forensi.  https://www.google.com/search?q=practical+mobile+f.  02/06/2016 09:41:47 _  practical mobile forensics - Google Search practical mob
4 Google Analytics Session Cookies 1 46  practical mobile forensi_.  https://www google.com/search?q=practical+mobile+f.  02/06/2016 09:41:47 _ practical mob
4 Google Analytics URLs 47 20  practical mobile forensi_.  https://www google.com/search?q=practical+mobile+f.  02/06/2016 09:41:26 . practical mobile forensics - Google Search practical mob
G Google Searches 47 37  practical mobile forensi_  https://www .google .com/search?q=practical+mobile+f.  02/06/2016 09:41:26 _  practical mobile forensics - Google Search practical mob
= Identifiers 198 36  mupoets https://www google.com/search?q=mupoetsdnz=1CD_.  02/06/2016 09:41:10 _  mupoets - Google Search mupoets
A, Parsed Search Queries 3 35  mupoets https://www google.com/search?q=mupoetsdriz=1CD_.  02/06/2016 09:41:09 .  mupoets - Google Search mupoets

GET /Practical-Mobile-Forensics-Satish-Bommisetty/dp/1783288310 HTTP/1.1
Host: www.amazon.com

Connection: keep-alive
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8, image/webp

Referer: https://www.google.com/

User-Agent: Mozilla/5.@ (iPhone; CPU iPhone 0S 8_3 like Mac 0S5 X) ApplewWebKit/600.1.4 (KHTML, like Gecko) GSA/12.0.68608 Mobile/12F70@
Safari/600.1.4

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en

© 2016 Smarter Forensics, LLC an



Telegram Chats

® Messaging application, including private secure chat

4 | 945E1868-71C7-4093-AC9C-FB28DIAEDS77 (74 files, 4,106 KB)
b = Caches (29 files, 1,439 KB) h
4 Documents (39 files, 2,645 KB)
b £ audio (1 file, 11 KB)
b [ files (18 files, 1,757 KB)
b mtkeychain (5 files, 9 KB)

b [ photoeditorcache_vl (2 files, 56 KB) b
b [ tempcache_vl (3 files, 185 KB) b_

3 wallpaper-data (1 file, 167 KB)
D ._.DS_Store
D .DS_Store
D application-0.log
D application-1.log

D application-2.log
b [ tgdata.db *—

: tgdata.db-journal

D tgdata_index.db

: tgdata_index.db-journal
b Library (2 files, 10 KB)
D ._.DS_Store
D .com.apple.mobile_container_manager.metadata.plist
D .DS_Store
shared-auth-info
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Telegram Chats

pc@sift:$ grep telegram passivedns.log
pc@sift:$ grep tele passivedns.log

pc@sift:$ 'philembp:~ phil$ whois 149.154.175.50
inetnum: G O BNy @) RIS el Carvals Networs fdewe & |
netname: Telegram_Messenger_Network § e A AR
Time descr: Telegram Messenger Network

:07.358113 . .80. Couptry: NI
admin-c: ND2624-RIPE

30813 2016-02-06 21:46
30814 2016-02-06 21:46:07.400140 149.154.175.

tech-c: ND2624-RIPE

30815 2016-02-06 21:46:07.402850 192.168.80. 1NN0HNE /.4 TV Y LT W (T .. ]Q. L YBG. L <..h...
status: ASSIGNED PA B, wm..i..=0..2...K.9.T......a.~+.$....C5.....

30816 2016-02-06 21:46:07.419599 192.168.80 . 1NN MNT-TELEGRAM o T T T e

30817 2016-02-06 21:46:07.460977 149.154.175 RARIATXE 2014-09-19T22:27:16Z _

30818 2016-02-06 21:46:07.463306 192.168.80 . NS ELIRRCE L RSPl rFAP IR [ e S R Sy Do el

30819 2016-02-06 21:46:07.486474 192.168.80. AL RIS e o

. . BEET . nIV.a..KXB....... Mocooe PO.H.. .W.+.K.

30820 2016-02-06 21:46:07.527643 149.154.175 [N SO [Ba— B e e

30821 2016-02-06 21:46:07.536492 192.168.80. INSFNNER P.0. Box 146, Road Town, Tortola, British Virgin Islands e/ <! |.FaA. ..~ .. Lueennsihe (e hQ. (B

30822 2016-02-06 21:46:07.536537 192.168.80. SIS +357 96 287319 R

30823 2016-02-06 21:46:07.587619 149.154.175 FRtSItIE ND2624-RIPE Ke...Z...S]9u . ... A

30824 2016-02-06 21:46:07.589790 192.168.80 . Rl MNT-TELEGRAM --;sgf\;-l’?j---[--lﬂ-z- 'é;én;'f"";{i”'g'm‘c;'é"e}"

30825 2016-02-06 21:46:07.595249 149.154.175 it e e B AR R = R
last-modified: 2014-03-08T03:31:36Z " -

30826 2016-02-06 21:46:07.596359 149.154.175. ) }).y.$...6.<.dA"....7Z0N. . ;. &..r..P..Y.. E48..6.....f.
source: RIPE - T g.D=.<.M..

% Information related to '149.154.172.0/22AS59930'

route: 149.154.172.0/22 . QYGODC. .t/ TD e 128
descr: Telegram Messenger Network .IL.=H((. B LR
origin: AS59930 ! B (Y

mnt-by : MNT-TELEGRAM

created: 2014-10-15T14:23:117

last-modified: 2014-10-15T14:23:11Z
source: RIPE



Telegram Chats

File
File

3786aa57bbfca7d97 2/6/2016 4:48 PM
_ld0d941604d2d0b40 2/6/2016 4:46 PM

-

=
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Samsung Call Join

~ @ Close Case =i= Add Data Source [l Generate Report

€

E} m com.sec.android. p

...... m com.sec.android.p
...... m com.sec.android.p
...... -1} com.sec.android.H

SLLCCT ogs. o,

logs.number,
logs.address,

logs.date,
logs.duration,
logs.type,

logs.new,
logs.geocoded_location

015-09-02 04:03:27 UTC
015-09-02 04:03:27 UTC

#-[1) com.sec.android.
#-[J) com.sec.android.
#-[1) com.sec.android.
------ ()} com.sec.android.
i1} com.sec.android.y
#-l) com.sec.android.v
#-J) com.sec.android.v
-1} com.sec.android.y

Results, Rows = 8

016-02-08 14:46:55 UTC
016-02-06 22:13:48 UTC

_id number address date 2 duration type new geocoded_location
2703¢ ' 2016/01/25 16:20:17 67 2 0 Virginia
1 111:* 2016/01/25 16:20:35 0o 1 o0
3703w m 2016/01/25 16:21:57 0 2 0Viginia
4/+11 2016/01/25 16:22:38 0o 1 0
>N 670 L] 6 6 8 81 2| 1 Virginia
7/703¢ M 2016/02/06 22:12:08 33| 2| 1Virginia
H SiER ginia
703¢m m 2016/02/06 21:16:33 0| 2/ 0|Virginia

I S el
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Samsung Call Join




Twitter Activity

pc@sift:$ grep twitter passivedns.log |grep 192.168.80.13
.905159||192.168.80.13||192.168.80.1| | IN| |platform.twitter.com. | |CNAME| |cs472.wac.edgecastcdn.net.||11] |1
.091571]192.168.80.13|]192.168.80.1| |IN| |twitter.com.||A|]199.16.156.6]|27] |1
.092616]|192.168.80.13|]192.168.80.1| |IN| [mobile.twitter.com.||A|]199.16.156.107]]2] |1
.092616]|192.168.80.13|]192.168.80.1| |IN| [mobile.twitter.com.||A|]199.16.156.43||2] |1
.352627]]192.168.80.13||192.168.80.1| |IN| | twitter.com.||A|]|199.16.156.6]|28]|6
.352627|192.168.80.13||192.168.80.1| |IN| | twitter.com.||A]]|199.16.156.102]||29]]|8
.352627|]192.168.80.13|]192.168.80.1| |IN| |twitter.com.||A|]199.16.156.230]||29] |10

1454p3%e" First seen Duration Proto  Src IP Addr:Port "Dst IP Addr:Port Packets
14542016-02-06 22:15:11.510 47.060 TCP 192.168.80.13:54000 199.16.156.200:443 20
14542016-02-06 22:15:11.5198 47.060 TCP 192.168.80.13:42126 199.16.156.75:443 14
1:;:2016-02-06 22:15:11.541 46.998 TCP 199.16.156.75:443 192.168.80.13:42126 15
46.997 TCP 199.16.156.200:443 192.168.80.13:54000 16

0.610 TCP 192.168.80.13:52613 199.16.156.70:443 11

199.16.156.107:443 12

2016-02-06 22:15:11.542
0.640 TCP 192.168.80.13:45793

Bytes Flows
1944
1678
5011
4830
1918
1582
3212

10397
4507
6119
1815
1551
1353
1494

30875

648401
3596
4787
2042

14542016-02-06 22:17:49.138

1454
14542016-02-06 22:17:49.138

14542016-02-06 22:17:49.138 0.790 TCP 192.168.80.13:59808 199.16.156.104:443 16

0.704 TCP 199.16.156.104:443
0.525 TCP 199.16.156.70:443
0.562 TCP 199.16.156.107:443 192.168.80.13:45793
0.240 TCP 192.168.80.13:56516 199.16.156.104:443
0.265 TCP 192.168.80.13:36250 199.16.156.104:443
0.204 TCP 199.16.156.104:443 192.168.80.13:56516
0.209 TCP 199.16.156.104:443 192.168.80.13:36250

120.422 TCP 192.168.80.13:35499 199.16.156.72:443

120.384 TCP 199.16.156.72:443 192.168.80.13:35499
8.593 TCP 192.168.80.13:51956 199.16.156.230:443
8.264 TCP 199.16.156.230:443 192.168.80.13:51956

21.304 TCP 192.168.80.13:57021 199.16.156.199:443

192.168.80.13:59808 14
192.168.80.13:52613 8

14542016-02-06 22:17:49.169
14542016-02-06 22:17:49.169
14542016-02-06 22:17:49.171
14542016-02-06 22:17:49.828
14542016-02-06 22:17:49.828
14542016-02-06 22:17:49.859
14542016-02-06 22:17:49.859
-06 22:17:59.381
22:17:59.410

22:18:32.535

22:18:32.565

22:18:37.487

2A16-A7 -AA/

22:18:
22:18:
22:18:

37.519 21.245 TCP

57.050
57.082
22:19:58.263
22:19+8R . 2495

52.711 TCP
52.639 TCP
0.570 TCP
A_R26 TCP

199.16.156.199:443
192.168.80.13:45734
199.16.156.38:443
192.168.80.13:42409
199 1A _.15A_.1A7 443

192.168.80.13:57021
199.16.156.38:443
192.168.80.13:45734
199.16.156.102:443
192 1AR_RAA_13+-424A9

4888
=2
1856
6024
1154

T S Y



Twitter Activity

7 Installed Application

Al hnarc an. 7.2 NnAa o 1 PN

5222380 E. e Case g Generate Report
5222380 | €2 ‘ | Directory Listing |

C {1l com.sec.usbsettings (4) img_blk0_mmcblk0.bin/vol_vol24/data/com.twitter.android/databases
574511 : j ; Table | Thumbnail

com.twitter.android (7) Name Modified Time Change Time
[J} cache (3)

[ [current folder] 2016-02-06 22:20:31 UTC _ 2016-02-06 22:20:31 UTC
| Remote party Text | Time stamp (Device time)

f (7] Phil Hagen Sweet 2/6/2016 10:27:52 PM
1 (<] Phil Hagen ) 2/6/2016 10:27:22 PM
. (7] Phil Hagen REMNWIEINCIEL I 'CIN  2/6/2016 10:26:30 PM

Hea a M...| Direction Remote party Text Time stamp (Device time’
& | B |+ HeatherMahalik \
«| 11 |
Details x

Direction: @ (Outgoing message)

Remote party: Phil Hagen

Text: Hello my name is hank. I like whiskey

Time stamp (Device time): 2/6/2016 10:26:30 PM (+00:00 UTC)

persistent_jobs.db-journal 2016-02-06 22:20:31 UTC  2016-02-06 22:20:31 UTC
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Profiling: |

User Agent strings

e 192.168.1.6 (iPhone 65)

Mozilla/5.0 (iPhone; CPU iPhone 0S 9_2_ 1 like Mac 0S X) AppleWebKit/601.1.46 (KHTML, like Gecko) Version/9.0 Mobile/13D15 Safari/601.1
News /351 CFNetwork/758.2.8 Darwin/15.0.0

Mozilla/5.0 (iPhone; CPU iPhone 0S 9_2 1 like Mac 0S X) AppleWebKit/601.1.46 (KHTML, like Gecko) Mobile/13D15 [FBAN/FBIOS;FBAV/48.0.0 /¢
.2.1:FBSS/2: FBCR/AT&T:FBID/phone:FBLC/en US:FBOP/51

Mozilla/5.0 (1Phone; CPU 1Phone 0S 9_2_1 like Mac 0S X) AppleWebKit/601.1.46 (KHTML, Llike Gecko) Mobile/13D15

securityd (unknown version) CFNetwork/758.2.8 Darwin/15.0.0

T84QZS65D(Q.com. facebook.Facebook

server-bag_lWAaTtcn 0S5 /. 113560601 Watch1 21

server-bag [1Phone 05,9.2.1,13D15,1Phone8,1]

Search%20Framework/1.0@ CFNetwork//58.2.8 Darwin/15.0.0
com.apple.invitation-registration [iPhone 05,9.2.1,13D15,iPhones8,1]
MobileAsset/1.1

iPhone8,1/9.2.1 (13D15)

e 192.168.1.12 (Jailbroken iPhone 6)

Mozilla/5.0 (iPhone; CPU iPhone 0S5 8_3 like Mac 0S X) AppleWebKit/600.1.4 (KHTML, like Gecko) Cri0S/47.0.2526.107 Mobile/12F70 Safari/600.1.4
M0zil11a/5 A (iPhone: CPll_iPhane 0S 8 3 like Mac 0S X) AnnlelWebKit/600.1.4 (KHTML, like Gecko) GSA/12.0.68608 Mobile/12F70 Safari/600.1.4
AppStore/2.0 105/8.3 model/iPhone7,2 build/12F70 (6; dt:106)

MOZlLlLa 5.0 (lPnone; CLPU L1PNone US &_3 LLKe Mac US X) ApplewebKit/600.1.4 (KHTML, like Gecko) Version/8.0 Mobile/12F70 Safari/600.1.4

CcommCenter (unknown version) CFNetwork/711.3.18 Darwin/14.0.0
securityd (unknown version) CFNetwork/711.3.18 Darwin/14.0.0
server-bag [iPhone 0S,8.3,12F70,1Phone7,2]
com.apple.lnvitdLilon-regisiraction | wrnone US,8.3,12F70,1Phone7,2]
MobileAsset/1.1

iPhone7,2/8.3 (12F70)

CaptiveNetworkSupport-306.20.1 wispr

gamed/4.10.18.4.6.15.5.3.2 (iPhone7,2; 8.3; 12F70; GameKit-194.29)
assetsd (unknown version) CFNetwork/711.3.18 Darwin/14.0.0
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Profiling: Android

Samsung Galaxy S5

6
4
E)
2
p.
2
il

Mozilla/5.0 (Linux; Android 5.0; SM-G900H Build/LRX21T) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/48.0.2564.95 Mobile Safar
okhttp/2.3.0

Mozilla/5.0 (Linux; Android 5.0; SM-G900H Build/LRX21T; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/47.0.2526
Dalvik/1.6.0 (Linux; U; Anarola 4.3; SM-UYWUH BULLA/J55157)
okhttp/2.1.0

Dalvik/2.1.0 (Linux; U; Android 5.0; SM-G90OH Build/LRX21T)

unicad /A (lk2a 1 DY¥21TY Azin

TwitterAndroid/5.94.0 (5110031-r-844) SM-G900H/5.0 (samsung;SM-G900H;samsung;k3gxx;0;;1)

FULLLLay 2. U \LLUIUA, AINUIULU J.U, OJAMJUNU JFI-UZUUI DULLUJLRALLI ] APPLCWCURLLY JO7 .0U (RITIFIL, like GECkO) SamsungBrowser/Z.l Chrom
SAMSUNG-Android

Pinterest for Android/5.8.2 (k3g; 5.0)

MOZ1LLa /5.0 (L1NUX; Androld 5.0; SM-ULYWOH Build/LRX21T; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/47.0.2526
Android




Reality of the Smartphone

00000 \erizon LTE 9:37 PM 61% )

2
e How secure are our chats? ‘ v f
® One tool can’t do it all Messages T
‘ |

' .
® Do we really know when we are on 0 q

WiFi vs. LTE? nstagthn | Nots !

Tuesday

10

Calendar

|
o
&

® Does it change our user capabilities? "B &
e What happens when we drop off the 'y o — s PP
network? N
©
Settings interest Maps Chrome
o0 ¥
RRRRL £ YAHOO!

XXX
Amazon Waze YouTube Fantasy
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Takeaways

® Smartphone Forensics

® Jools primarily give insight to human-initiated actions... Reality is they
miss a lot of data that must be manually recovered

® |ncludes artifacts from encrypted communications

® Provides consistent view as device enters/leaves networks
® Not when the device fails to connect

® Have to acquire device — not always easy with mobile devices

© 2016 Smarter Forensics, LLC and Lewes Technology Consulting, LLC




Takeaways (2)

® Network Forensics

Scoping and profiling activity relatively easy for plaintext protocols

Encryption means functionally opagque communications, but PassiveDNS
can give some insight

Un/poorly documented protocols hinder analysis
Includes all activity including system/background tasks
Relatively easy to profile and analyze most protocols

© 2016 Smarter Forensics, LLC and L‘ewes Technology Consultihg; LLC




Comprehensive Analysis!!

If you rely on only one forensic
methodology, you lose perspective!

No such thing as a single-discipline
Investigation

® Don't let yourself be a single-

WONDER TWIN POWERS

ACTIVATED discipline forensicator

FORS85: Advanced Smartphone
Forensics: GASF
h /for58Ss. /
FORS72 Ad(\)fgnce nét%s(f)(}lrrl?eForensics

and Analysis: GNFA
hitp://iorS72.com/course




