
Smartphone and Network 
Forensics go Together
Like Peas and Carrots

Phil Hagen | @philhagen
Heather Mahalik | @heathermahalik

© 2016 Smarter Forensics, LLC and Lewes Technology Consulting, LLC



2



Background
� No single forensic discipline can give a complete view of an incident

� Leveraging multiple disciplines can give comprehensive visibility

� Incidents are multifaceted… 

…analysis must be as well

� Version 2 designed to dive deeper into interesting findings and address 
great questions raised from previous talk
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The Plan
� Associate all devices to wireless access point

� Capture all network traffic via tap inside gateway

� Capture wireless traffic

� Conduct typical activity on smartphone devices

� Acquisition on two iPhones and Android

� Network traffic examination from all traffic
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Assumptions
� Smartphones

� Passcodes are known or “crackable”
� User did not wipe or delete the data

� Network
� Legal permission to capture wired and wireless
� Passphrase to WPA2 wireless network
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The Setup



Evidence Used
Device-based

� Jailbroken iPhone 6
� Advanced logical acquisition

� Easiest acquisition for jailbroken iOS 
devices with A7+ chip

� Rooted Samsung Galaxy S5
� Physical dump

� Best option when available (assuming 
the device isn’t encrypted)

� Commercial and Open Source tools

Network-based

� NetFlow
� Statistical traffic abstraction: all metadata 

– no content

� From tap and wireless

� Full packet capture
� ALL content of network communications

� From tap and wireless

� PassiveDNS logs
� ASCII logs detailing all DNS queries and 

responses
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Filesystem Dump
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Device Arrival
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FaceTime Audio, Video Device-Device 
Calls
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1 = Cellular
8 = FT Video
16 = FT Audio

Icon = FT Video only via WiFi!



FaceTime Audio, Video Device-Device 
Calls

© 2016 Smarter Forensics, LLC and Lewes Technology Consulting, LLC

Tap

WiFi

Tap



Web Activity
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Telegram Chats
� Messaging application, including private secure chat
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Telegram Chats
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Telegram Chats
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Samsung Call Join
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Samsung Call Join
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Twitter Activity
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Twitter Activity
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Profiling: iOS
� User Agent strings

� 192.168.1.6 (iPhone 6S)

� 192.168.1.12 (Jailbroken iPhone 6)
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Profiling: Android
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� Samsung Galaxy S5



Reality of the Smartphone
� How secure are our chats?

� One tool can’t do it all

� Do we really know when we are on 
WiFi vs. LTE?
� Does it change our user capabilities?

� What happens when we drop off the 
network?
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Takeaways
� Smartphone Forensics

� Tools primarily give insight to human-initiated actions… Reality is they 
miss a lot of data that must be manually recovered

� Includes artifacts from encrypted communications
� Provides consistent view as device enters/leaves networks

� Not when the device fails to connect

� Have to acquire device – not always easy with mobile devices
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Takeaways (2)
� Network Forensics

� Scoping and profiling activity relatively easy for plaintext protocols
� Encryption means functionally opaque communications, but PassiveDNS

can give some insight
� Un/poorly documented protocols hinder analysis

� Includes all activity including system/background tasks
� Relatively easy to profile and analyze most protocols
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Comprehensive Analysis!!
� If you rely on only one forensic 

methodology, you lose perspective!

� No such thing as a single-discipline 
investigation
� Don’t let yourself be a single-

discipline forensicator

FOR585: Advanced Smartphone 
Forensics: GASF

http://for585.com/course
FOR572: Advanced Network Forensics 

and Analysis: GNFA
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