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Sushi-grade Smartphone

Forensics on a Ramen
Noodle Budget

Heather Mahalik

Twitter: @HeatherMahalik

In progress: www.smarterforensics.com




I’'m Not Rich... Now What?

What is available for those with limited budgets?

Is forensic acquisition of smartphones possible with

open source tools?

Are the analytical tools equal to the commercial

products?

Do the open source tools work as effectively as

commercial tools?




iIOS Acquisition Solutions

e Zdziarski Methods

EVIDE c
NCE EVIDENCE EVIDENCE EVIDENCE EVIDENCE ewvig

* Boot Rom Vulnerability NCE EVIDENCE EV

EVIDENCE EVIDENCE EVIDENCE EVIDENCE EVIDENCE EVID§

Exploits

— Custom Ramdisk via

SSH
— The iPhone Data

Protection Tools

e Tunes




Do these methods support i0S
Physical Acquisition?

* |t depends...
— How old is the device?
— |s the device locked?

— Are you Law Enforcement?




iIOS Analytical Support

iIPhone Backup Analyzer
iIExplorer

iBackupBot

Scalpel

SQLite Browser

Plist Editor

WhatsApp Extract
— Contacts.sqlite and ChatStorage.sg,..

Manual examination!




Android Forensics for Free (or a Donation)

* Acquisition
* Memory Capture

* Analysis




Android Acquisition

viaLogical

— OSE
— LE

ADB Backup
OSAF Toolkit

Santoku

DD

— Not supported for all devices




Android Memory Capture

* LIME (Linux Memory Extractor)

— First tool to support full memory captures of

Android smartphones!
— TCP dump or saved to SD card

— Uses ADB




Android Analysis

Autopsy
— OMF Module

WhatsApp Extract

— wa.db and msgstore.db
Scalpel

SQLite Browser

Anything capable of mounting EXT




Commercial Tool Comparison

* Memory capture is weak!

* Able to physically acquire locked devices

without using USB Debugging*

* One analytical platform for examining all data




GUI built on The Sleuth Kit
Next version will include OMF module
Customizable

Complete analytical platform

Android images can be loaded as normal disk

images or file folders




vol18 (userdata: 3293184-28958719)
. lost+found (2)
L log (16)

dontpanic (2)
misc (19)

local (3)
i | ). data (264)

app-private (2)
|, app-asec (2)
. app (89)

L) property (57)

ssh (3)
dalvik-cache (166)

., resource-cache (2)
+- | L) drm (4)

media (39)
|, system (34)
. wpstiles (2)

), wiper (2)
., shared (2)

L fota (2)
., time (4)

) audio (2)
). bluetooth (2)

tombstones (16)

., user (3)
), bms (2)
+- | J) dipboard (8)

J) backup (9)
) anr(3)
$OrphanFiles (0)

% Sunalloc (21)

Android Examination in Autopsy (1)

Views
File Types
& Recent Files
y Deleted Files
MB File Size
Results
E Extracted Content
- #8 Contacts (12)
[ EXIF Metadata (139)
#2  GPS Trackpoints (19)

\ Keyword Hits
@A Single Literal Keyword Search (0)
@- X Single Regular Expression Search (0)
% Hashset Hits

| E-Mail Messages
2 Interesting Items

(& Tags




Android Examination in Autopsy (2)

Directory Listing
Extracted Content
Table

Artifact Type Child Count
# Contacts (12) 12

W EXIF Metadata (139) 139

#. GPS Trackpoints (19)

& Messages (79)




Android Examination in Autopsy-Contacts (1)

Directory Listing

Contacts

Table

Source File
8 contacts2.db
8 contacts2.db
8 contacts2.db
8 contacts2.db
8 contacts2.db
8 contacts2.db
8 contacts2.db
8 contacts2.db
8 contacts2.db
8 contacts2.db
8 contacts2.db
8 contacts2.db

Data Source
blk0_rnmcblko. bin
blk0_rnmcblko. bin
blk0_rnmcblko. bin
blk0_rmcblko, bin
blk0_rmcblk0, bin
blko_rmcblkD, bin
blk0_rmcblkD, bin
blk0_rmcblkD, bin
blko_rmcblkD, bin
blk0_rmcblkD. bin
blko_rmmcblkD. bin
blko_mmcblkD. bin

Check Balance

Gus Thomas

Hank

Ilesanmi Kehinde Femi

MEBE

Milio

Pizza Hut

Refill Mo

Sammuell LLorente Cordeiro
Tommy Bozeman

livingstonhankl 1@gmail. com

Phone Number

strozmac@agmail. ...
livingstonhank11...

io h@hotma...

sammuell.elloene. ..
tbird420_13@va...

livingstonhank1l1...




Android Examination in Autopsy-Contacts (2)

Directory Listing
ima_blk0_mmcblk0.bin/vol_vol 18/data/com.android.providers.contacts/databases

com.android.providers.contacts (7) Table

lib (2

cac(hz)e 2 Name Created Time Modified Time

shared_prefs (5) L\ [current folder] 2011-12-31 19:01:46 EST  2013-09-19 1

databases (10)

¥, contacts2.db-mj4943E4967 (0)

files (4)
com.android.providers.downloads (7) profile.db-wal 2013-09-19 OEDT

com.android.providers.downloads.ui (3) profile.db-shm 09-19 15 DEDT

J\ [parent folder] 2011-12-31 19:00:45 EST

profile.db 2011-12-31 19:01:46 EST

com.android.email (7)

com.sec.phone (5)
com.sec.android.app.FileShareClient (5)
com.sec.android.app.FileShareServer (7)
com.sec.android.gallery3d (7) . contacts2.db-mjAF971F978

com.android.htmlviewer (5) % contacts2.db-mj4343E4967

contacts2.db-wal
contacts2.db-shm




Android Examination in Autopsy-Contacts (3)

contacts2.db 2011-12-31 19:01:52 EST 09-19 18:37:39 EDT  2011-12-31 19:01:52 EST
contacts2.db-wal 2013-09-19 18:37:39 EDT 09-19 18:38:26 EDT  2013-09-19 18:37:39 EDT
contacts2.db-shm 2013-09-19 18:37:39 EDT 09-19 18:38:26 EDT  2013-09-19 18:37:39 EDT
X contacts2.db-mjAF971F978 2013-09-19 15:40:03 EDT 09-19 18:4M 15 EDT  2013-09-19 18:40:03 EDT
% contacts2.db-mj4943E4967 2013-08-18 20:58:33 EDT 05-18 20:58:33 EDT  2013-08-18 20:58:33 EDT

<

Hex | Strings = Metadata | Results
Page: 1 of 23 Page Go to Page:

0x00003z240: 00 00 00 00 0O 00 00 00
0x00003a50: 00 00 00 00 0O 00 00 00
0x00003z€0: 00 00 00 00 0O 00 00 00
0x00003a70: 00 00 00 0O 00 00
0x00003a80: 00 00 00
0x00003a80: 00 00 00
0x00003z2a0: 00 00
0x00003z2bk0:

0x00003acl:

3ae0:

0x00003a£0:




Android Examination in Autopsy-
Messages (1)

* Includes 37 Party App messages and chats,

SMS and MMS messages

— Current support Tango and Words With Friends

— More being added as we speak...




Android Examination in Autopsy-
Messages

& mmssms.db
& mmssms.db
& mmssms.db
& mmssms.db

& mmssms.db

She knows nothing.

Ya sure you can't get her phone? It"d be good to get her pw For war...
I have other ideas in mind. She will hand it all to me!

Charm her man! You know be romeo!

I"d feel safer if we knew who she talks to,

Done! Don"t worry, I have it under control

1379119670179

379119901947




Android Examination in Autopsy-Tango

" Night€» € : Hank Livingston

" Tracking number on its way€ € C Hank Livingston

" T"llignite it! € <€ C Hank Livingston

' Testplesse it @ € G000O € © © © 06




Android Examination in Autopsy-WWF

& WordsFramework
& WordsFramework
& WordsFramework
& WordsFramework
& WordsFramework
& WordsFramework
& WordsFramework
& WordsFramework

& WordsFramework

gotcha. thx,

Sent u the info

fed ex is better than regular mail.

how did u know that word.

veah, its the only word I had to play.
rureal..oo,.

thanks! the tile gods were smiling.

good grief,that was a good one,well done

sorry fFor delay,been on hols

2013-09-19T01:...
2013-09-19T01:...
2013-09-18T22:...
2013-08-18T17:
2013-08-18T17:

2013-08-18T17:

2013-08-05T12:...

2013-07-28T19:




Reporting Location Information (1

Data Sources
) Table
Views

File Types & Source File Description Latitude Longitude Date/Time

t- & RecentFiles CachedGeoposition.db 43.0681741 3 1377009485166
+y  Deleted Files
i MB File Size

Results

da_destination_history  Google Maps History 30.175349

da_destination_history

8 Contacts (12)
i EXIF Metadata (139)

SRl GPS Trackpoints (19)

@™ Messages (79)

da_destination_history

da_destination_history Google Maps History . 97.770194

s
Los
~
=9 E Extracted Content ¥ da_destination_history  Gooale Maps Histary
&
&
~

da_destination_history




Reporting Location Information (2

Share with v Burn New folder

Documents library

jhg

Arrange by:

Name

Temp 5 0 09 PM File folder
ModuleQutput 0 File folder

Reports 5 0 :03 PM File folder
Cache 0 File folder
File folder

File folder

= autopsy 20 DB File
& | TempReportKML 0 Vi KML File
TempReportKML 0 Text Document

¥ jhgjkhg 014 03 PM  AUT File

tediStates

N37=30+—

COVERY (D)
(\\akihabara) (H:)
s (\\akihabara) (P:)
cs (\\storevi) (Z:)

N32:30%

<

empReportKML Date modified: /. 4: / Date created:
ML File




Reporting Location Information (3)

N38242 & ¥
4 Lake Ridge" *
=" 9
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Android Examination in Autopsy —
Multimedia Files (1)

Table | Thumbnail
Source File

M tmpp 201

Date Created
3-07-07 11:07:01 EDT

W sv01_pv00_0000014¢ 2013-06-13 09:53
i cache-1537038623.tn 2013-06-03

i 63685c51eb6fd25d21 2013-07-20 07:15
i bcde96aff3da0ff29dd 2013-06-13 O

M 20130702_223541.jp 2013-07-02

Device Model
SGH-T999
iPhone S
SGH-T999
DMC-Z55
iPhone S

SGH-T999

Device Make  Latitude Longitude Altitude

SAMSUNG

Apple 2.1924... 0.230166... 19.13214285714...

SAMSUNG

Panasonic

Apple 52,1924, ., . 19,13214285714...

SAMSUNG




Android Examination in Autopsy —
Multimedia Files (2)

Table | Thumbnail
Name Location Modified Time
_~_: d2_tmo_wallpaper_01.jpg firng_blk0_mrmcblkd. binfvol_voll 7 fwallpaperjdrawable/d2_tmo_wallpa... 2008-08-01 08:00:00 EDT
_:7 d2_tmo_wallpaper_01_small.jpg fimng_blk0_mmcblk0.binfvol_voll 7jwallpaper/drawablefdZ_tmo_wallpa... 2008-08-01 08:00:00 EDT
B cb5d6704-F204-4926-8abf-e4bb505dcf1f.PNC fimg_blkn_mmcblk.binfvol_voll8jdatafcom.tmobile. pr.mytmobilejfile... 2013-07-03 12:34:42 EDT

B 01f7619b-a3ea-469c-a241-4677eacf 1f99,PN( firng_blk0_mmcblk0.binjvol_vol18/datafcom.trmobile. pr.mytmobileffile... 2013-07-03 12:34:43 EDT

B 5fe879d8-ea67-4208-9a4a-b32635789¢f5.PN fimag_blk0_mmcblkd, bin/vol_vol18/datafcom.tmobile.pr.mytmaobileffile... 2013-07-07 12:06:31 EDT

B8] 6561a584-1ch5-4186-a330-cf8ac6bcb7b7.PN fimg_blki_mmcblk0.bin/vol_vol18/datafcom.tmabile.pr.mytmobileffile... 2013-07-07 12:06:32 EDT

| e2c4fe79-a80e-4d48-ae 10-6829eb67629f.PN [imag_blkd_mmcblki.binfvol_wvoliS/data/com.tmobile. pr.mytmobile/file... 2013-07-09 12:06:36 EDT

-

| c68ea421-46f0-47f1-babe-90f9afcobf11.PNG [imag_blkd_mmcblki.binfvol_wvoliS/data/com.tmobile. pr.mytmobile/file. .. 2013-07-09 12:06:36 EDT

-

| e0c50f6f-2f3f-43f0-ae55-ccd6c4cb59¢3.PNG [ig_blkd_mmcblki.binfvol_wvol1S/data/com.tmobile. pr.mytmobile/file... 2013-08-02 21:26:28 EDT




Android Examination in Autopsy —
Multlmedla Files (3)
j /""

S g

~a‘

Wh .




Commercial Tools

* That's not why you are here!

— Truth — they work well, but they cost a lot...




DIGITAL FORENSICS & INCIDENT RESPONSE

FOR585 Advanced Smartphone Forensics Course Available At:

SANSFIRE w/ Heather Mahalik — June 23 — 28

SANS San Francisco w/Cindy Murphy —July 14

SANS Boston w/ Cindy Murphy - July 28 — Aug 2

VLive — August 19 — Sept 28t"




Live Demo?

Heather Mahalik

Twitter: @HeatherMahalik

In progress: www.smarterforensics.com




