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I’m	
  Not	
  Rich…	
  Now	
  What?	
  

•  What	
  is	
  available	
  for	
  those	
  with	
  limited	
  budgets?	
  

•  Is	
  forensic	
  acquisition	
  of	
  smartphones	
  possible	
  with	
  

open	
  source	
  tools?	
  

•  Are	
  the	
  analytical	
  tools	
  equal	
  to	
  the	
  commercial	
  

products?	
  

•  Do	
  the	
  open	
  source	
  tools	
  work	
  as	
  effectively	
  as	
  

commercial	
  tools?	
  



iOS	
  Acquisition	
  Solutions	
  

•  Zdziarski	
  Methods	
  

•  Boot	
  Rom	
  Vulnerability	
  

Exploits	
  

–  Custom	
  Ramdisk	
  via	
  

SSH	
  

–  The	
  iPhone	
  Data	
  
Protection	
  Tools	
  

•  iTunes	
  

	
  



Do	
  these	
  methods	
  support	
  iOS	
  
Physical	
  Acquisition?	
  

•  It	
  depends…	
  

– How	
  old	
  is	
  the	
  device?	
  

–  Is	
  the	
  device	
  locked?	
  

– Are	
  you	
  Law	
  Enforcement?	
  



iOS	
  Analytical	
  Support	
  
•  iPhone	
  Backup	
  Analyzer	
  

•  iExplorer	
  

•  iBackupBot	
  

•  Scalpel	
  

•  SQLite	
  Browser	
  

•  Plist	
  Editor	
  

•  WhatsApp	
  Extract	
  

–  Contacts.sqlite	
  and	
  ChatStorage.sqlite	
  

•  Manual	
  examination!	
  



Android	
  Forensics	
  for	
  Free	
  (or	
  a	
  Donation)	
  

•  Acquisition	
  

•  Memory	
  Capture	
  

•  Analysis	
  

	
  



Android	
  Acquisition	
  

•  viaLogical	
  
–  OSE	
  

–  LE	
  

•  ADB	
  Backup	
  

•  OSAF	
  	
  Toolkit	
  

•  Santoku	
  

•  DD	
  
–  Not	
  supported	
  for	
  all	
  devices	
  



Android	
  Memory	
  Capture	
  

•  LiME	
  (Linux	
  Memory	
  Extractor)	
  

– First	
  tool	
  to	
  support	
  full	
  memory	
  captures	
  of	
  

Android	
  smartphones!	
  

– TCP	
  dump	
  or	
  saved	
  to	
  SD	
  card	
  

– Uses	
  ADB	
  



Android	
  Analysis	
  

•  Autopsy	
  
–  OMF	
  Module	
  

•  WhatsApp	
  Extract	
  

–  wa.db	
  and	
  msgstore.db	
  

•  Scalpel	
  

•  SQLite	
  Browser	
  

•  Anything	
  capable	
  of	
  mounting	
  EXT	
  



Commercial	
  Tool	
  Comparison	
  

•  Memory	
  capture	
  is	
  weak!	
  

•  Able	
  to	
  physically	
  acquire	
  locked	
  devices	
  
without	
  using	
  USB	
  Debugging*	
  

•  One	
  analytical	
  platform	
  for	
  examining	
  all	
  data	
  



Autopsy	
  

•  GUI	
  built	
  on	
  The	
  Sleuth	
  Kit	
  

•  Next	
  version	
  will	
  include	
  OMF	
  module	
  

•  Customizable	
  

•  Complete	
  analytical	
  platform	
  

•  Android	
  images	
  can	
  be	
  loaded	
  as	
  normal	
  disk	
  

images	
  or	
  file	
  folders	
  



Android	
  Examination	
  in	
  Autopsy	
  (1)	
  



Android	
  Examination	
  in	
  Autopsy	
  (2)	
  



Android	
  Examination	
  in	
  Autopsy-­‐Contacts	
  (1)	
  



Android	
  Examination	
  in	
  Autopsy-­‐Contacts	
  (2)	
  



Android	
  Examination	
  in	
  Autopsy-­‐Contacts	
  (3)	
  



Android	
  Examination	
  in	
  Autopsy-­‐
Messages	
  (1)	
  

•  Includes	
  3rd	
  Party	
  App	
  messages	
  and	
  chats,	
  

SMS	
  and	
  MMS	
  messages	
  

– Current	
  support	
  Tango	
  and	
  Words	
  With	
  Friends	
  

– More	
  being	
  added	
  as	
  we	
  speak…	
  



Android	
  Examination	
  in	
  Autopsy-­‐
Messages	
  	
  



Android	
  Examination	
  in	
  Autopsy-­‐Tango	
  



Android	
  Examination	
  in	
  Autopsy-­‐WWF	
  



Reporting	
  Location	
  Information	
  (1)	
  



Reporting	
  Location	
  Information	
  (2)	
  



Reporting	
  Location	
  Information	
  (3)	
  



Android	
  	
  Examination	
  in	
  Autopsy	
  –	
  
Multimedia	
  Files	
  (1)	
  



Android	
  	
  Examination	
  in	
  Autopsy	
  –	
  
Multimedia	
  Files	
  (2)	
  



Android	
  	
  Examination	
  in	
  Autopsy	
  –	
  
Multimedia	
  Files	
  (3)	
  



Commercial	
  Tools	
  

•  That’s	
  not	
  why	
  you	
  are	
  here!	
  	
  

– Truth	
  –	
  they	
  work	
  well,	
  but	
  they	
  cost	
  a	
  lot…	
  



	
  

	
  
FOR585	
  Advanced	
  Smartphone	
  Forensics	
  Course	
  Available	
  At:	
  

	
  
	
  	
  

SANSFIRE	
  w/	
  Heather	
  Mahalik	
  –	
  June	
  23	
  –	
  28	
  
	
  

SANS	
  San	
  Francisco	
  	
  w/	
  Cindy	
  Murphy	
  –	
  July	
  14	
  
–	
  19	
  
	
  

SANS	
  Boston	
  w/	
  Cindy	
  Murphy	
  –	
  July	
  28	
  –	
  Aug	
  2	
  
	
  

VLive	
  –	
  August	
  19	
  –	
  Sept	
  28th	
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