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Sushi-grade Smartphone

Forensics on a Ramen
Noodle Budget

Heather Mahalik
heather@smarterforensics.com
Twitter: @HeatherMahalik

www.smarterforensics.com




About me...

Employee of Ocean’s Edge, Inc.
Involved in Forensics for 12 years
Course author for 585 and 518
SANS Certified Instructor

Available on social media



I’'m Not Rich... Now What?

* What is available for those with limited

budgets?

* |s forensic acquisition and analysis of

smartphones possible with open source tools?

* Do the open source tools work as effectively

as commercial tools?




iIOS Acquisition Solutions

e Zdziarski Methods

. Boot Rom Vulnerability (& S EVIDENGR e

EVIDENCE EVIDENCE EVIDENCE

Exploits

— Custom Ramdisk via

SSH
— The iPhone Data

Protection Tools

e Tunes




Do these methods support i0S
Physical Acquisition?

* It depends... '/

— How old is the device? (3 -}

— Is the device locked?

— Are you Law Enforcement?




PSS

iIOS Analytical Support

iIPhone Backup Analyzer

iIExplorer
iBackupBot
Scalpel

SQLite Browser
Plist Editor

WhatsApp Extract
— Contacts.sqlite and ChatStorage.sqlite

Manual examination —it’s a reality!




Manual I0S Examination

[private/var/mobile/library/Spotlight/com.apple.mobilesms/
smssearchindex.sqlite

* Provides SMS message data
— Active and deleted messages
— Should be compared to sms.db

— May show traces of attachments (metadata)

*Not commonly parsed by tools!
:

: ZSPRECORD (61) | |IRL=~ ZCONTENT ZEXTID
ZSPTOPHIT (0) Attachment 1 Image message guid=AAB17F24-7BE7-47B0-A60A-44B580182FCF
Z METADATA (1) Lower unit gone message guid=174142BB-7784-4EF5-A6DC-1254E4FA3AE4

Z_PRIMARYKEY (2) What is the problem message_guid=C2135048-6332-4CB6-AFEB-SSA17E780B87
Cruisin at 7 knots message guid=76351522-5505-4CD2-9C12-5613CF185A6A




Android Forensics for Free (or a Donation)

* Acquisition
* Memory Capture

* Analysis




Android Acquisition

ViaExtract CE

— Physical, file system, logical and backup file support
viaLogical

— OSE

— LE

ADB Backup

OSAF Toolkit
Santoku

DD

— Not supported for all devices




ViaExtract CE (1)

25 Accessories
0 Games
% Graphics
@ Internet |
™ Office AF Logical OSE
¥ Programming @ Android Brute Force Encryption
’ ! | @ Development Tools &if ExifTool
& sound & Video P | - = iPhone Backup Analyzer
System Tools P | W Penetration Testing B libimobiledevice
% Preferences P | W Reverse Engineering - scalpel
Run a Wireless Analyzers & sleuthkit
% Logout © Help £Z viaExtract
®x ’:‘ I © Tutorials W viaForensics Product Activation




ViaExtrac

Project | Tasks
OnePlus

b @ oneplus (1)
" = From filesystem: Physical

b @ oneplus (2)
" = From filesystem: Filesystem

v g onePlus (test)
"~ From Filesystem: Android Logical

[ Analyzed Artifacts
[E5 Content Types
Accounts (5)
B Bluetooth (1)
- @ Browser Searches (1)
3t Calendars (1)
Contacts ContactMe... (2)

Contacts Groups (5)

Device information (1)
External Image Med... (12)
External Image Thu... (11)
External Media (4)
External Videos (1)
nstalled Apps (135)

£ People (2)

B SMS (2)




ViaExtract CE —Locked Devices

viaextract

Brute Force the pattern for the Android Lock
screen

&) Please choose one of the following options:

@ 1. Select a gesture.key file
() 2. Enter a 20-byte sha1 hash

€ cancel | |& Forward




Andriller (2)

Andriller 2.3.2 - Android Forensic Tools

File Decoders Decrypt ADB Tools Help
Decode Gesture Pattern (3x3)

Crack PIN (Generic)
Crack PIN (Samsung)
Crack Password (Generic)

Output Location (Decodes

Qutput
ke Brute Force Password (Generic)

Android Data Extraction

Check [Check il

Get Salt from 'settings.db'...
Get Salt from 'locksettings.db'...

Go! Read file 'password.key'...
Open REPORT.html in browser

Use AB method (ignore root)

Andriller version 2.3.2
It is the latest version (Checked online)

2014-10-18 12:0@:36 GMT Standard/GMT Daylight
2014-106-18 11:28:36 UTC/Universal Time

A




Andriller (2)
PN Andriller: Lockscreen Pattern Decodin_lcllu-lﬂf-l

Lockscreen Patern Decoding.

Browse for the 'gesture.key' and select it, it will be decoded automatically.
or
Enter gesture.key hash value (40 hexadecimal characters) from:
--> 'Idata/system/gesture.key’

Browse ’

or
Gesture Hash: 6a062b9b3452e366407181a1bf92ea/3eBed4 c4€

Result: [0,1,2,4,6,7, 8]
. Reset \




Andriller (3)

Andriller (tk-py): Lockscreen Password Cracking (Generic) E=NEEN X

Lockscreen Password Cracking.

Select a Word List file).
Enter Password hash value from:
--> 'Idata/system/password.key'
Enter Salt value from:
--> '/data/data/com.android.providers.settings/databases/settings.db’

or
--> 'Idata/system/locksettings.db’
Cracking can be paused/resumed.

Word List File: ./Apps/Dict/realhuman_phill.txt

Password Hash: 77B458F67B1D426A962BAE022EF2F38D68CF2C
Salt (integer): 3229440621027570
PASSWORD: Alphabet

Rate (pw/sec): 481,547
Words tried: 6,415,372




Android Memory Capture

* LIME (Linux Memory Extractor)

— First tool to support full memory captures of

Android smartphones!

— Normally saved to SD card

* Options will allow to dump to a computer

— Uses ADB




Android Analysis

Andriller 2.3.2 - Android Forensic Tools

File Decrypt Lockscreens ADB Tools Help

AUtO pSy ndl'oid (Google) » Accounts (Sync'ed): 'alccounts.db'...l
i0S (Apple) 4 Phonebook (Default): 'contacts2.db'...

Ou Universal (Win/*nix) » Calls (Default): 'contacts2.db'...
—— Calls (Samsung): 'logs.db’...
Output . . ,
SMS Snippets (Samsung): 'logs.db'...

Wh atSAp p Ext ra Ct Android Data Extraction SMS Messages: 'mmssms.db'...

Check [Checkifadey  Wi-Fi (Passwords): 'wpa_supplicant.conf'...

— Android Analyzer

Browser (Passwords): 'webview.db'...

- Wadb and m595t0re-db —_— ol Browser (History): 'browser2.db'...
|| Open REPORT.html in brow

("] Use AB method (ignore rog

Chrome (Passwords): 'Login Data'...
Chrome (History): 'History'...

Scalpel

©000000000000000000° Andr BEM (MESSBgES): 'master.db'...
It is the latest version Dolphin (History): 'browser.db'...

L C00000000000000C0O0O0O0OC0OO0OOOS . , ) . \
Andrlller 2014-10-18 12:00:36 GMT < E-Mails (Default App): ‘EmailProvider.db’...
2014-10-18 11:00:36 UTC/U Facebook (Messages): 'threads_db2'...

0000000000000 00000C0C0QC0QCO0OOC ope - ' oo - '
Facebook (Notifications): 'notifications_db'...

S Q L |te B rowser Facebook (Photographs): 'photos_db'...
KIK (Messages): 'kikDatabase.db'...
. MeowChat (Messages): 'com.minus.android'...
Vi a EXtraCt C E Tinder (Matches): 'tinder.db'...
Tinder (Messages): 'tinder.db'...
Anything capable of mounting Viber (Calls): iber_data'..

Viber (Messaages): 'viber_messages'...

EXT WhatsApp (Contacts): 'wa.db'...

WhatsApp (Messages): ‘'msgstore.db'...

Ready Days left: 365




Autopsy Android Analyzer




Autopsy

GUI built on The Sleuth Kit

Version 3.1 introduced Android Analyzer

Customizable

Best analytical platform that doesn’t cost $$

Android images can be

images or file folders

oaded as normal disk




vol18 (userdata: 3293184-28958719)
. lost+found (2)
L log (16)
), dontpanic (2)
b 4o misc (19)
b4 local (3)
b | ). data (264)
), app-private (2)
|, app-asec (2)
.. app (69)
.. property (57)
), ssh(3)
|, dalvik-cache (166)
.. resource-cache (2)
bl L) drm (4)
b1 L) media (39)
bl L) system (34)
.. wpstiles (2)
,. wiper (2)
), shared (2)
L fota (2)
., time (4)
., audio (2)
) bluetooth (2)
b)) tombstones (16)
. user (3)
)\ bms (2)
b1 ) dipboard (8)
|, backup (9)
o anr (3)

$OrphanFiles (0)

% SUnalloc (21)

+}-

&}

Android Examination in Autopsy (1)

Views
File Types
¢ RecentFiles
y  Deleted Files
MB File Size
Results

= B Extracted Content

. Contacts (12)
[ EXIF Metadata (139)
- # GPS Trackpoints (19)

\ Keyword Hits
+ \ Single Literal Keyword Search (0)
@ X Single Regular Expression Search (0)
% Hashset Hits
" E-Mail Messages
2 Interesting Items

(& Tags




Android Examination in Autopsy-Contacts (2)

contacts2.db 2011-12-31 19:01:52 EST  2013-09-19 18:37:39 EDT  2011-12-31 19:01:52 EST
contacts2.db-wal 2013-09-19 18:37:39 EDT  2013-09-19 18:38:26 EDT  2013-09-19 18:37:39 EDT
contacts2.db-shm 2013-09-19 18:37:39 EDT  2013-09-19 18:38:2¢6 2013-09-19 18:37:39 EDT
X contacts2.db-mjAF971F978 2013-09-19 18:4:03 EDT  2013-09-19 18:40:158 EDT  2013-09-19 18:40:03 EDT
% contacts2.db-mj4943E4967 2013-08-18 20:58:33 EDT  2013-08-18 20:58:33 EDT  2013-08-18 20:58:33 EDT

<

Hex  Strings  Metadata = Results
Page: 1 of 23 Page Go to Page:

0x00003240: 00 00 00 00 0O 00 00 00
0x00003250: 00 00 00 00 0O 00 00 00
0x000032€0: 00 00 00 00 0O 00 00 00
0x00003270: 00 00 00 00 00 00
0x00003a80: 00 00 00
0x00003a80: 00 00 00
0x00003za0: 00 00 00
0x00003ab0: 00 00
0x00003ac0:

R=aafl- &F &D
! = oF €

0x00003a£0:




Missing Call Logs?

Consider your options...

* Keyword search - Do you know a number?
* Manual exam - Nobody wants to do that
* Gotothe file—logs.db file

PN © ~ Keyword Lists i Qv Keyword Search |

Directory Listing Keyword search 1 - 13392226970 X v O
Keyword search
Table | Thumbnail

25 Results’

Name Keyword Preview Location Modified Time Change Time Access Time Created Time  #8J
|_] contacts_db2 A
| contacts_db2-journal

|_] viber_data

| viber_data-journal

| viber_messages

|_] viber_messages-journal

|_] whatsapp.log

] wa.db

| "1 main.db
<

Hex | Strings | Metadata | Results  Text
Matches on page: 1 of 10 Match > Page: 1 of 1

Search Results v

A



Android Examination in Autopsy-
Messages (1)

* Includes 37 Party App messages and chats,

SMS and MMS messages

— Current support Tango and Words With Friends

— More being added as we speak...




Android Examination in Autopsy-
Messages

413392226970 2013-09-13 20:47:50 EDT She knows nothing. blko_mmcblk0.bin
+13392226970 2013-09-13 20:49:13 EDT Ya sure you can't get her phone? It"d be good to get her pw for wor... blk0_mmcblk0.bin
+13392226970 2013-09-13 20:49:48 EDT I have other ideas in mind. She will hand it all to me! blko_mmeblko. bin
+13392226970 2013-09-13 20:49:55 EDT Charm her man! You know be romeo! blko_mmeblkD. bin
+13392226970 2013-09-13 20:51:13 EDT I'd feel safer if we knew who she talks to, blk0_mmcblkd.bin
+13392226970 2013-09-13 20:51:41 EDT Done! Don"t worry. I have it under control blk_mmcblk0.bin
+13392226970 2013-09-13 20:52:36 EDT Ok. Just lemme know if it starts to go to hell. blk0_mmcblk0.bin

Normalizes the date/time!

§ 1379119670179 | 1379119669000 | 0

+13392226570 1379119753380 0 Ya sure you can't get her phone? It'd be good to get her pw for work email.
+13352226570 1379115788935 1379115787000 0 I have other ideas in mind. She will hand it all to me!

+13392226970 1379119795722 0 Charm her man! You know be romeo!

+13392226970 1379119873170 0 I'd feel safer if we knew who she talks to.

+13392226970 1379115901547 1379115501000 0 Done! Don't worry. | have it under control




Decoding Built into Autopsy

* Encryption vs. Encoding

* Base64 decoder built into Autopsy Android

Table: |messages S I\

I send time [ direction l status I payload

1 | 1372822758904 2 1|EhZtQzVUFVQWmaxWnNRUDJ6aE44cy InGAAIEVdIbGNvbWUQVG8aVGFuZ 28hqgEYGhZtQzVtUFVQWmgxWnNRUDJ6aE44cy InsAH4y /OU +ie4AQHAAQHIAQHQAQDOAfL85T618gCCQ==

2 1347327367000 2 1|EhZtQzVtUFVQWmaxWnNRUDJ6aE 44cy InGAEIACo8aHR 0cDovL 3VwZGFOZRiZG4udGFuZ 28ubWUvdmlkZ WSty WisLOtiem SicjF fcHIvb WS fdmlkZ\W8ubX AOMjxodHRwOiBvdXBKYXRILWNkbiS0YW Snby 5t7592aWRIl
3P| 1372909253160 2 1|EhZtQzVIUFVQWmaxWnNRUDJ6aE44cy InGAAISVRhbmdvIGIzIGVhc3kgYW JMIGZyZWUadG8gdXNILIAGQWRKIGEgZmV 3IGNvbnRhY 3RzIGFUZCBtYWHIGEQY 2FsbCBOb2RheSGAAQCQATAaFm 1DNW 1QVVBaaDFat
4 P 1373082054082 2 1|EhZtQzVtUFVQWmgxWnNRUDJ6aE44cy InGAAIRVNOaWxsIGhhdmUgbm30IfR yaWVKIFRhbmdvPyBBZGQgYSBmZXcgY 29udGFidHMaYW SkIG tha2UgYSBjYWxsIHRvZGF STY ABAKoBMBoWbUM 1bVBVUFpoMVpzU'
5 | 1376517295574 2 1|EhZtQzVUFVQWmaxWnNRUD J6aE44cy InGBQIAIABFKoBLxoWbUM 1bVBVUiboMVpzUVAyemhOOHMtZyIKCqYKABIAGQASADD)/ //8BsAHWm3z2hyi4AQXAAQHQAQDoAdabzPaHKMgCANACAOoCCTEWOL
6 1377304837610 1 1|EhYxUFZLETVPQWEZNGMOVW 15Y0ZtQVVnGAAIEIRIc3QgcGxIYXNIIGInbmlOZ YBAL AB6vUP 7000UAEGWAEBOAEB4AEAGAHPSY fuiiiY AsnewcOLKMgCASACAcgDANADgv r7QE=

7 1377304857208 1 1|EhYxUFZLETVPQWEZNGMOVW 15Y0ZtQVVnGAAIDkkagbWVhbiBpZ 25vemUug AAsAH4 JHUIi4AQFAAQHQAQHgAQDoAYaEkesKK IgCyd 7Bw4soyAIDOAIBYAMADAOQo +2tAQ==

otit. Thx. € © £6© © €& © © €66066. .. 1379555492472

95409¢ € C Hank Livingston 1379555458752

Tracking number on its way€ € C Hank Livingston

I"llignite it! €@ € C Hank Livin

Imeanignore. ¢ € 99909 © € € © 0660
Test please ignite @ € @9V € € € €© © ©©..




Android Examination in Autopsy-
Words With Friends

& WordsFramework
& WordsFramework
& WordsFramework
& WordsFramework
& WordsFramework
& WordsFramework
& WordsFramework
& WordsFramework

& WordsFramework

gotcha. thx.

Sent u the info

fed ex is better than regular mail.

how did u know that word.,

veah, its the only word I had to play.
rureal. o,

thanks! the tile gods were smiling.

good grief,that was a good one,well done

sorry fFor delay,been on hols

09-19T01:...

013-09-19T01:...

2013-09-13




Geolocation Support

Google Maps, Browser, Cache and EXIF location

parsing

Data Sources
N Table
File Types & Source File Description Latitude Longitude Date/Time
t- | Recent Files ¥, CachedGeoposition.db
G-y Deleted Files
i} MB File Size
Results
=B Extracted Content #. da_destination_history  Google Maps History
8 Contacts (12) #. da_destination_history
i EXIF Metadata (139) #. da_destination_history  Google Maps History

-+ )
GPS Trackpoints (19) #. da_destination_history

- Messages (79)

#. da_destination_history  Google Maps History

#. da_destination_history




Geolocation Reporting

» Libraries » Documents » jhgjkhg ¥
Organize v &YOpen v Sharewith v  Bumn  Newfolder

Favorites Documents library
jhgjkhg

Arrange

18 Downloads o

) Recent Places
Temp

ModuleOutput PM
Reports PM
Cache PM
PM
PM
PM

4 Libraries
5| Documents
Music
[&=) Pictures

Subversion

B videos

& | TempReportkML PM ted|States

| TempReportKML PM
4] jhgjkhg

Computer
& osc)
s HP_RECOVERY
home (\\akihabara) (H:
59 home (\\akihabara) (H:) 3 Arkansas

S projects (\\akihabara) (P:) 7y % v

5 forensics (\\storevi) (Z:) | \
€ Network : 3 \
7 T \G M

N3i7=30;

Louisiana

TempReportKML Date
KML File

Global Awareness
More

IN38Zas -
- S
S

W7 7022
A & i
&Montclair. !




xamining Multimedia Files

EXIF Parser

XIF Metadata
Table ' Thumbnai

Date Created Device Model v e < Longitude Altitude

cache-1537038623.tn
3685¢5 1eb6fd25d21
bode95aff3da0ff29dd

20130702_223541.jp»

Images
Table ' Thumbnai
Modified Time
2_tmo_wallpaper 0199
¥ d2_tmo _walpaper 01_smal.ipg
S D5d6704-F204-9926-3abf-24bb 50 5dcf 1f. PNC

= 0176 15b-a3ea-965¢-22491-9677eacf 1159.PNC




What about the deleted
stuff?




Recovering Deleted SQLite Data

e Active files shown in viewer

Database view| Hex View File Info

ZACCOUNT (2) Z PK ZENT Z OPT ZOWNER

ZNEXTID (1) 1 4 3 1 BEEEESIES

ZNOTE (4) 2 4 1 2 This is a note with Arabic text in it.&nbsp;<
| ZNOTEBODY (4) 7 4 1 7 Adding a new note for diff dect

 Deleted must be examined/recovered in Hex

BE BS SF S0 41 B4 11 2B 8E BS 9F 90 41 64 64 65 6E 67 20 61 20 6E 65 77 20 6E
D E AN A A T E N CE N 00 00 00 EA 00 01 01 01 O1
01 01 01 03 01 01 01 07 07 81 35 55 00 00 OD 03 03 00 01 18 01 03 03 00 01 00
02 06 41 B4 0D 35 1C 67 F4 CB 41 B4 0OD 35 1C 67 F4

00 00 00O 21 00 01 O1 01 01 01 01 01 03 01
01 01 07 07 81 1D 55 00 00 OD 03 03 00 01 33 00 02 03 00 01 00 O3 OB 41 B7 CS | ...... Uieennnn e A..
15 BE AF 95 81 41 B7 C9 15 BE AF 5955 81 EERREEToREIeR-{t Ry A BN T A B TS | (.. .. Beeennnn

OA 14 00 01 01 01 01 01 | Elaervicideigaleciainblel, . ... ...
01 01 03 01 01 01 07 07 2B 55 00 00 OD 03 02 00 00 32 00 01 03 00 01 00 O3 02 | .. en... +U. e 2.
41 B7 C9 15 A7 37 8C 22 41 B7 C9 15 A7 37 B8C 22 43 68 69 65 66 20 69 73 20 c1gWar....7."A....7."Chief is &
PONCYB TSl 31 46 31 39 42 34 36 45 2D 42 35 37 37 2D 34 34 30 37 2D 38 41 el 1F15B46E-B577-4407-82




Custom Scripts

C\Windows\System32\cmd.exe

:\Users\FOR585\Desktop\SQLite Parser’>sqglparse.py —f notes.sglite —o notes_resul
s.tsv

:\Users\FOR585\Desktop\SQLite Parser>

Data

Type Offset Length

5U A 5gA S5gAdding a second notel 3 AATell yourself everyday how great you are
Free Block 15881 234 [and you will someday believe itS9E1815F-45F6-42CD-96C2-A296CFEC35D4
Unallocated 20456 3426 | 4>0 Clean this messae and see if gmail resyncs it...

AAdding a second note just because | feel lie it. V Tell yourself everyday how great
Free Block 23566 164 |you are and you will someday believe it

z xxbplist00TStopXSobjectsXSversionYSarchiverTroot USnull
ZNS.objectsVSclassXSclassesZSclassname\NSMutableSetUNSSetXNSObject\NSMutab
leSet_NSKeyedArchiver(25:<@FKV]* eny}bplist00TStopXSobjectsXSversionYSarchive
rTroot USnull

ZNS.objectsVSclassXSclassesZSclassname\NSMutableSet UNSSetXNSObject\NSMutab
leSet_NSKeyedArchiver(25:<AGLW* bdfktbplist00TStopXSobjectsXSversionYSarchive
rTroot USnull
ZNS.objectsVSclassXSclassesZSclassname\NSMutableSetUNSSetXNSObject\NSMutab
Unallocated 73744 990 |leSet_NSKeyedArchiver(25:<@FKV]*'eny}




And the Commercial Tools?

* That's not why you are here!
— Truth —they work well, but they cost a lot...

— Better physical support for iOS and Android
devices

* Especially if they are locked, not rooted or jailbroken




Reality Check!

« Commercial tools are expensive
— They still miss data
— They don'’t parse third party applications completely
— They omit relevant databases when extracting data
— They don’t support all devices

— You will still have to manually examine the data!
* Open Source tools

— See above!




References, Sources and Suggested Reading

http://www.zdziarski.com/blog/wp-content/uploads/
2013/05/i0S-Forensic-Investigative-Methods.pdf

www.az4n6.blogspot.com
https://viaforensics.com/blog/
http://www.sleuthkit.org/

Practical Mobile Forensics —-Bommisetty, Mahalik,
Tamma

www.smarterforensics.com

https://code.google.com/p/lime-forensics/




2 SANS DFIR Webcast Series

DIGITAL FORENSICS & INCIDENT RESPONSE

FOR585 Advanced Smartphone Forensics Course Available At:

DFIRCON East w/ Cindy Murphy — Nov
vLive w/Heather Mahalik — Jan-March

SANS Northern VA w/Heather Mahalik — March

SANS 2015 w/Cindy Murphy — April

OnDemand - Anytime you want!




Live Demo?

Heather Mahalik
heather@smarterforensics.com

Twitter: @HeatherMahalik

Heather.mahalik@oceansedgeinc.com




