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About	me…	

•  Director,	Forensic	Eng.	At	ManTech	CARD	
•  SANS	Senior	Instructor	
•  Involved	with	InfoSec/Forensics	for	15+	years	
•  Co-author	of	FOR585	
•  Instructor	of	FOR585	and	FOR408	
•  Co-Author	of	PracUcal	Mobile	Forensics	(1st	and	2nd	
EdiUons)	

•  Mom	and	a	wife	
•  Dog,	horse,	wine	and	bourbon	lover	J	
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Agenda	

•  What	is	possible	in	smartphone	forensics?	
•  EncrypUon	and	locks	–	are	they	a	show	
stopper?	

•  Tools	–	can	you	trust	them?	
•  ValidaUon	of	tools	and	arUfacts	
•  FOR585,	GASF,	blogs	and	more	
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What’s	happening	in	smartphone	
security	

•  Full	disk	encrypUon	readily	available	
– More	people	are	using	it	
– Some	devices	require	it	
– Hurts	acquisiUon?	

•  Passwords	encouraged	
•  ApplicaUon	security	
•  MDM	
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What	does	this	mean?	

•  The	state	of	every	mobile	device	may	vary	
•  You	need	to	be	prepared	for	all	situaUons	
•  You	will	need	more	than	one	tool	
•  You	will	need	the	skills	to	manually	carve	for	
forensic	arUfacts	

•  You	may	be	100%	blocked	from	the	data	
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What	should	you	do	about	it	

•  Consider	the	issue	
– EncrypUon,	locks,	lack	of	parsing	support…	

•  Consider	tools	available	to	you	
– Commercial,	open	source	and	scripts	

•  Determine	an	acUon	plan	
•  Make	sure	your	acUons	do	not	destroy	your	
evidence!!!	
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Full	Disk	EncrypUon	
•  iOS	

–  Hardware	level	encrypUon	stored	between	the	flash	memory	and	the	system	
area	in	"Effaceable	Storage”	

•  Android	Lollipop/Marshmallow/Nougat	
–  Offered	for	most	devices	

•  Windows	Phone	8/10	
–  Incorporates	Bitlocker	Technology	

•  BlackBerry/Blackberry	OS10	
–  Hardware	level	encrypUon	
–  Trusted	as	most	secure*	
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User	locks	

•  Most	smartphones	are	oien	locked	
•  PIN	or	simple	passcode	
•  Passphrase	or	complex	passcode	
•  Biometric	locks	
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ApplicaUon	“ProtecUon”	

Encoding	Schemes	

ASCII	

Unicode	

UTF-8	

Base64	

EncrypUon	Algorithms	

AES	

Blowfish	

Twofish	

Serpent	

Transforming/converting data into code 
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It’s	Ume	to	outsmart	your	tools	
and	the	security	features!	



Full	Disk	EncrypUon	

•  Can	you	disable	it?	
•  Can	your	tool	bypass	it	or	interject	prior	to	
booUng?	

•  Can	you	bypass	it	aier	the	fact?	
•  Consider	the	other	components	
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User	locks	
	
•  Try	to	crack	that	$@!%	
•  Consider	tools	to	help	you	
•  Using	“Smart	Locks”	
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What	about	the	Lockdown	Files?	

•  Can	be	used	to	bypass	a	locked	device	for	
acquisiUon	

•  May	not	always	work,	but	it’s	worth	a	shot	
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ApplicaUon	EncrypUon	

•  Use	a	tool	to	view	the	
file	system	

•  Export	applicaUon	files	
of	interest	

•  Manually	carve	for	user	
arUfacts	that	are	not	
parsed	
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Example:	Cyber	Dust	(1)	
•  Older	versions	claim	to	remove	all	user	data	upon	
transmission/receipt	
– Never	trust	claims	or	your	tool	
– Review	App	files	for	user	acUvity	
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Example:	Cyber	Dust	(2)	

•  Messages	are	encoded	twice	using	Base64	
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Example:	Telegram	(1)	
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Example:	Telegram	(2)	
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Have	you	exhausted	all	opUons?		

Think	outside	the	box…	or	“inside”	
the	box	and	cloud	
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Consider	the	backup	files	

•  Do	you	have	access	to	the	host	computer?	
– Assuming	the	user	has	synced	with	iTunes	
– Use	a	tool	like	Elcomsoi	to	crack	the	password	

•  Use	the	pairing	record	to	access	the	device	
–  The	pairing	record	is	a	unique	key	associated	to	the	
iOS	device	

–  Pairing	records	are	required	for	communicaUon	with	
the	device	since	iOS7	

•  Will	not	work	on	a	freshly	restarted	device	
•  Limited	data	may	be	recovered	
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Will	your	tool	catch	you	when	you	fall?	

•  Will	you	be	able	to	defend	the	
evidence?	

•  Can	you	find	the	data?	
•  What	if	the	tools	contradict	one	
another?	

•  Understand	the	arUfacts	
•  Don’t	know	just	enough	to	be	
dangerous	
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Why	the	tools	fail…	

•  There	is	so	much	data	
•  Too	many	applicaUons	
•  OS	updates	
•  Knowing	where	to	find	this	informaUon	is	the	
hardest	part	

•  Knowing	how	the	arUfact	was	created	is	key!	

Copyright	@2017	Heather	Mahalik,	All	Rights	Reserved		



Example	1:	Call	Logs	(1)	
Magnet	IEF	

UFED	Physical	
Analyzer	

Call	Logs	
Library/CallHistory/call_history.db	
Library/CallHistory/callhistory.storedata	(iOS	8,9	&	10)	
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Example	1:	Call	Logs	(2)	
Call	logs	

iOS	7	

iOS	
8,9	&	
10	
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Example	2:	Apple	Maps	
iOS	8,	9	&	10*	 iOS	7	

Apple	Maps	
Library/Maps/History.mapsdata	
Library/Maps/GeoHistory.mapsdata	(iOS	8,	9	&	10?)	
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Why	data	is	missed	(1)	

•  Social	media	geo-
tagging	
–  Facebook	
–  Google+	
–  Twiuer	
–  Etc.	

•  Consider	what	traces	
are	lei	behind	when	
the	user	“checks-in”	
and	tags	a	locaUon	
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Why	data	is	missed	(2)	
•  Digging	deeper	into	the	apps	

– What	are	they	really	doing?	
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Recommended	Steps	

•  Use	tools	for	Triage	
– Which	tool	–	well,	it	depends…	

•  Use	more	than	one	tool	
– AcquisiUon		
– Analysis	

•  Don’t	be	afraid	to	do	it	yourself!	
•  Always	verify	your	results	
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EssenUal	skill	development	

•  Learn	how	data	is	stored	on	Android	and	iOS	
devices	

•  Learn	how	to	idenUfy	traces	of	OS	upgrades	
•  Learn	decoding	and	manual	examinaUon	
techniques	

•  Find	ways	to	outsmart	your	tools	
•  Take	FOR585	to	make	sure	you	build	the	
necessary	skills	to	effecUvely	examine	the	next	
smartphone	you	see	(and	you	will	see	one…)	
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About	585…	

•  Course	launched	in	2014		
•  GASF	Cert	–	Vendor	neutral	available	to	everyone	
•  Co-authored	with	Lee	Crognale	and	Cindy	Murphy	
•  Addresses	the	hardest	to	tackle	topics	
•  Covers	iOS,	BlackBerry,	Android,	Windows	Phone,	
Knock-off,	Nokia,	3rd	Party	Apps,	Malware,	SQLite	
examinaUons	and	more	

•  Includes	17	hands-on	labs	of	current	smart	devices	
•  Is	vendor	NEUTRAL	–	We	teach	you	the	best	methods	
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FOR585	Advanced	Smartphone	Forensics	Course	Available	At:	
	

	
Aus/n,	TX	–	June	2017*	

SANSFIRE:	Washington,	DC	–	July	2017*	
Chicago	–	August	2017	
San	Fran	–	Sept	2017	

NetSec:	Las	Vegas	–	Sept	2017*	
Berlin	–	Oct	2017*	
Sydney	–	Nov	2017	

CDI:	Washington,	Dc	–	Dec	2017*	
OnDemand	–	Any/me	you	want!	

*FOR585	–	vLive	–	Learn	in	your	PJs	with	a	beer	this	summer!	
	
	
	
	

	
	

	Upcoming	Courses	



GIAC	GASF	CerUficaUon	

•  All	students	who	auend	qualify	for	
discounted,	free	or	bundle-pricing	

•  Vendor-neutral	
•  Proves	you	know	how	to	stand	behind	the	
arUfacts!	

•  Take	FOR585	now	and	join	forces	with	those	
who	earned	this	sought	aier	cert	
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Bouom	line…	

•  Jokingly:	There	are	more	people	in	the	world	
with	a	smartphone	than	those	who	have	
access	to	a	toilet!	

•  Seriously:	Most	invesUgaUons	involve	a	
smartphone	
– Will	you	know	where	to	find	the	data?	
– Will	you	need	to	rely	on	your	tools?	
– Do	you	have	a	cert	to	back	you?	
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•  FOR585 Advanced Smartphone Forensics 
•  Practical Mobile Forensics , 2nd edition 
•  Learning iOS Forensics, 2nd edition 
•  http://smarterforensics.com 
•  https://andriller.com/ 
•  https://sandersonforensics.com 
•  http://az4n6.blogspot.com/p/downloads.html 
•  http://cheeky4n6monkey.blogspot.com/ 
•  www.mac4n6.com 
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QUESTIONS?	

Heather	Mahalik	
heather@smarterforensics.com	
@HeatherMahalik	
Blog:	for585.com/blog	
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