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Device Acquisition BASIS

I0S Devices Android Devices
« Zdziarski Methods  vialLogical
 Boot Rom  ADB Backup
Vulnerability Exploits  « OSAF Toolkit
— ggsH’com Ramdisk via . Santoku
— The iPhone Data * DD
Protection Tools — Not supported for all
. iTunes devices

« JTAG/Chip-off
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Considerations BASIS

* How old is the
device?

e |s the device locked?

* |s the device
damaged?

* Are you Law
Enforcement?
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Android Memory Capture

* LIME (Linux Memory
Extractor)

— First tool to support full
memory captures of
Android smartphones!

— TCP dump or saved to
SD card

— Uses ADB

14 Metasploitable2-Linus - VNware Player (Non-commercial use only)

BASIS

TECHNOLOGY

Player v Y 1 ]ﬁ 0 D Eﬂ i | ’

root@netasploitable: /8 nkdir -p svar/tnp/tools €4
root@netasploitab
root@netasploitable:/z#
root@netasploitable:/n cd svar/tnp/tools/ 2
root@netasploitable:/var/tnp/toolst
root@nctasploitable:/var/tnp/toolst
root@netasploitable:/var/tnp/toolsh yyet httpi/z/line-forensics.gooqlecode.con/fi
les/line-forensics-1.1-r14.tar 3

08:22:06=~ httpis/line-forensics yooglecode.con/files/line~forensics-1.1-r14.
tar.gz

> "line-forensics-1.1-r14.tar 4z.1

Resolving line<fore .goog lecode .con, ., 74.125,140.62
Connecting to line-forensics.googlecode.coni?4.125.140.621:80... connected,
HTTP request sent, awaiting response... 200 0K
Length: 1,165,390 (1.1M) [application/x-gzip]

] 1,165,390 440.60K/s

08:22:08 (439.60 Kbss)
0]

"line-forensics-1.1-r14.tar.gz.1' saved [1165390/116539

root@netasploitable:/var/tnp/toolst Is

| line-forensics-1.1-r14.tar.qz €4
ru=r==r== 1 root root 9787 2013-02-20 08:18 lime-~forensics=1.1-rid.tar.q
root@netasploitable:/var/tnp/toolsh _
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Analytical Tools...to Name a Few BASIS

TECHNOLOGY

iI0S Devices Android Devices
« iPhone Backup Analyzer * Autopsy
» iExplorer — Android Module
» iBackupBot  WhatsApp Extract
« Scalpel — wa.db and msgstore.db
« SQLite Browser « Scalpel
» Plist Editor « SQLite Browser
 WhatsApp Extract « Hex Editor
— Contacts.sqglite and » Anything capable of mounting
ChatStorage.sqlite EXT
« Manual examination « FTKImager
« Customized scripts « Customized scripts

« Manual examination
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Reality Check! BASIS

« Commercial tools are expensive
— They still miss data

— They don't parse third party applications
completely

— They omit relevant databases when extracting
data

— They don’t support all devices
* Open Source tools
— See above!
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Example — i0OS Examination BASIS

TECHNOLOGY

[private/var/mobile/library/Spotlight/com.apple.mobilesms/
— smssearchindex.sqlite

g )

ZSPRECORD (61) || IRL~ ZCONTENT ZEXTID

ZSPTOPHIT (0) Attachment 1 Image message guid=AAB17F24-7BE7-47B0-A60A-44B580182FCF

Z_METADATA (1) | Lower unit gone message_guid=174142BB-7784-4EF5-A6DC-1254E4FA3AE4

Z_PRIMARYKEY (2) What is the problem message_guid=C2135048-6332-4CB6-AFEB-SSA17E780B87
Cruisin at 7 knots message guid=76351522-9505-4CD2-SC12-5613CF185A6A

* Provides SMS message data
— Active and deleted messages

— Should be compared to sms.db
— May show traces of attachments (metadata)

*Not commonly parsed by any tool!
© 2014, Basis Technology 7



Autopsy BASIS

GUI built on The Sleuth Kit

Next version (v3.1.1) will include Android
module

Customizable
Complete analytical platform

Android dumps can be loaded as normal disk
Images or file folders
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Android Examination

frul

. vol18 (userdata: 3293184-28958719)
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lost+found (2)
log (16)
dontpanic (2)
misc (19)

local (3)

data (264)
app-private (2)
app-asec (2)
app (69)
property (57)
ssh (3)
dalvik-cache (166)
resource-cache (2)
drm (4)

media (39)
system (34)
wpstiles (2)
wiper (2)
shared (2)

fota (2)

time (4)

audio (2)
bluetooth (2)
tombstones (16)
user (3)

bms (2)
clipboard (8)
backup (9)

anr (3)
$OrphanFiles (0)
SUnalloc (21)

BASIS

TECHNOLOGY

E] ® Vews
&, File Types
. = Recent Files
: . % Deleted Files
i} MB File Size
=-[E] Results
=B . Extracted Content
: ----- 8 Contacts (12)
-l EXIF Metadata (139)
- #  GPS Trackpoints (19)
N W \csso ssages (79)
E} \ Keyword Hits

“\ Single Literal Keyword Search (0)
‘A Single Regular Expression Search (0)

~~§ Hashset Hits
- ) E-Mail Messages
- ¢ Interesting Items

@@ Tags

R e e e i e e
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Examining Contacts

 Parsed from Contacts2.db file
— Raw_contacts and ABPerson

Orectory Listing |
Contacts

Table

Source File Data Source Name Phone Number Email
B contacts2.db b0 _mmcblk0 bir
B contacts2.db  bEO_mmchlk0 b Che #99
B contacts2.db  bEO_mmcblk0 b Gus shre
B contacts2.db  bEO_mmchlk0 b Han livi
B contacts2.db  bEO_mmcblk0 b lles. +2 1Oy e
B contacts2.db  bEO_mmcblk0 b IMBE (60
B contacts2.db  bEO_mmchlk0 b Miio 1 ¢
B contacts2.db bEO_mmchlko b Pizza Hut 1 é
B contacts2.db  bEO_mmcblko b Refill Now 23
B contacts2.db  bEO_mmcblkD b Sart sarf
B contacts2.dd  bEO_mmchlko b Tort #1 thy
B contacts2.db  bRO_mmcblko b Ivir e
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Examining the Raw Contacts (1)

Directory Listing |

BASIS

TECHNOLOGY

& L\
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Bueee

com.android.providers.contacts (7)
b (2

) cache (2)

)\ shared_prefs (5)

)l databases (10)

1) files (4)

com.android.providers.downloads (7)
com.android.providers.downloads.ui (3)
com.android.email (7)

com.sec.phone (5)
com.sec.android.app.FileShareClient (5)
com.sec.android.app.FileShareServer (7)
com.sec.android.gallery3d (7)
com.android.htmlviewer (5)

L ram car andraid ann lzonchar M

Table

J/img_blk0_mmcblk0.bin/vol_vol18/data/com.android.providers.contacts/databases

Name
! [current folder]
.. [parent folder]
profile.db
profile.db-wal
profile.db-shm

contacts2.db-wal
contacts2.db-shm
¥ contacts2.db-mjAF971F978
. contacts2.db-mj4943E4367

© 2014, Basis Technology

Created Time
2011-12-31 19:01:46 EST
2011-12-31 19:00:45 EST
2011-12-31 19:01:46 EST
2013-09-19 15:37:40 EDT

2013-09-19 18:37:40 EDT

2013-09-19 18:37:39 EDT
2013-09-19 18:37:39 EDT
2013-09-19 18:40:03 EDT

2013-08-18 20:58:33 EDT

Modified Time
2013-09-19 15:38:29 EDT
2011-12-31 19:01:54 EST
2013-09-19 15:37:40 EDT
2013-09-19 15:37:40 EDT

2013-09-19 18:37:40 EDT

. contacts2.db 2011-12-31 19:01:52 EST | 2013-09-19 18:37:39 EDT

2013-09-19 15:38:26 EDT
2013-09-19 15:38:26 EDT
2013-09-19 15:40:18 EDT
2013-08-18 20:58:33 EDT
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~ contacts2.db 2011-12-31 19:01:52 EST  2013-05-19 18:37:39EDT 2011-12-31 19:01:52 EST
contacts2.db-wal 2013-059-19 18:37:39EDT 2013-05-19 18:38:26 EDT  2013-09-19 18:37:39 EDT
contacts2.db-shm 2013-059-19 18:37:39EDT 2013-05-19 18:38:26 EDT  2013-09-19 18:37:39 EDT
% contacts2.db-mjAFS71F978 2013-0%-19 18:40:03EDT 2013-0%-19 18:40:18EDT  2013-09-19 153:40:03 EDT
i,'; contacts2.db-mj4943E4967 2013-08-18 20:58:33EDT  2013-08-18 20:58:33EDT  2013-08-18 20:58:33 EDT

<

Hex | Strings | Metadata | Resuits | 7= [ /==

Page: 1 of 23 Page - Go to Page:

0x00003240: 00 00 00 00 OO0 00 00 0O 00 00 00 00 00 00 00 00 @ .. e eaa.-
Ox00003a50: 00 00 00 00 00 €O 00 00O 00 00 00 00 00 00 00 00 e ereecnnonnns
0x00003ac60: 00 00 00 00 OO0 0O 00 0O 00 00 CO 00 00 00 00 00 .. .iiiieccncacnaa
0x00003a70: 00 00 00 00 OO0 00 00 0O 00 00 0O 00 00 00 00 OO0 .. e iieeeea--
Ox00003a80: 00 00 00 00 00 0O 00 00O 00 00 00 00 00 00 00 00 i ieeeeenna-
0x00003a90: 00 00 00 00 OO0 ©CO 00 0O OO0 O0 QO 00 00 00 00 00 .. iiiiviennnnnnns
0x00003aa0: 00 00 00 00 OO0 0O 00 0O 00 00 0O 00 00 00 00 OO0 @ .. .. . .cecoceaa-..
0x00003ab0: 00 00 00 00 OO0 00 00 0O 00 00 0O 00 00 00 00 00 e e e eaaa-

0x00003ac0: 00 00 00 00 0O €O 00 0O 0S5 3A 00 33 21 9% 34 €84 ... :.31.4°8
0x00003ad0: &3 -
0x00003ael: ZE DE
Ox00003a£0: 02 00 00 00 04 05 00 00 42 4% 44 &C 03 00 00 00 e BNDL. ...
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Parsing Messages and Chats BASIS

TECHNOLOGY

« Parses messages and chats from SMS, MMS
and some third party applications

She knows nothing. 1379119670179

& mmssms.db Ya sure you can"t get her phone? It"d be good to get her pw For wor,.. +13

# mmssms.db I have other ideas in mind. She will hand it all to me! +13 1379119788935
& mmssms.db Charm her man! You know be romeo! +13 1379119795722
& mmssms.db I"d feel safer if we knew who she talks to, +13 1379119873170
& mmssms.db Done! Don"t worry. I have it under control +13 1379119901947

N

@ WordsFramework
@ WordsFramework

2013-09-19701:..,

Sent u the info 2013-09-19T01:..,

| @ WordsFramework fed ex is better than reqular mail, 2013-09-18T22:...
1| @ wordsFramework how did u know that word, 2013-08-18T17:...
@ WordsFramework veah, its the only word I had to play. 2013-08-18T17:...
@ WordsFramework FUreal. ..., 2013-08-18T17:...
@ WordsFramework thanks! the tile gods were smiling. 2013-08-05T14:...

@ WordsFramework 2013-08-05T12:...

@ WordsFramework

good grief, that was a good one,well done

e For delay,been on hols 2013-07-28T19:...

© 2014, Basis Technology 13



Encoding Built into Autopsy BASIS

TECHNOLOGY

* Encryption vs. Encoding

« Base64 decoder built into Autopsy Android
module

Table: |messages 'I 0\|

send time direction |status | pavload

1 B 1372822758904 2 1|EhZtQzVHIFVQWmgxWnNRUD J6aE44cy InGAAIEVAIbGNvbWUQVGBgVGFUZ 28hqgEYGhZtQzVUFVQWmgxWnNRUDJ6aE44cy InsAH4y/OU +ie4AQHAAQHIAQHQAQDOAFLS5T6I8gCCQ==

2 1347327367000 2 1|EhZtQzVtUFVQWmaxWnNRUD J6aE44cy InGAEIACo8aHR 0cDovL 3VWZGF0ZS 1jZG4udGFuZ 28ubWUvdmlkZWatYWisLOtlem SlcjF fcHvbW 9fdmlkZW8ubX AOMjxodHR wOivdXBkYXRILWNKbi 50YW Snby 5tZ59 2aWRli
3 Pl 1372909253160 2 1|EhZtQzVtUFVQWmgxWnNRUDJ6aE44cy InGAAISVRhbmdvIGIzIGVhc3kgYW SkIGZyZWUgdG8gdXNILIAgQWRKIGEgZmV 3IGNvbnRhY 3R zZIGFuZCBtYWHIGEQY 2FsbCBOb 2Rhe SGAAQCgATAaFm 1DNW 1QVVBaaDFa«
4 P| 1373082054082 2 1|EhZtQzVtUFVQWmgxWnNRUDJ6aE44cy INnGAAIRVNOaWxsIGhhdmUgbm30IHR yaWVkIFRhbmdvPyBBZGQgYSBmZXcgY 29udGFjdHMgYW SkIG 1ha2UgYSBjYWxsIHRvZGF STY ABAKoBMBoWbUM 1bVBVUFpoMVpzU!
5 k| 1376517295574 2 1| ERZtQzVtUFVQWmgxWnNRUDJ6aE 44cy InGBQIATABFKoBLx0WbUM 1bVBVURpoMVpzUVAyemhOOHMZyIKCaYKABIAGGASADD///////////3BsAHWMB22hyi4AQXAAQHQAQDoAdabzPaHKMaCANACAOGCCTEWOL
6 1377304837610 1 1|EhYxUFZLETVPQWEZNGMOVW 15Y0ZtQVVNGAAIEIRIc3QacGx!YXNIIGInbmO. BALAB&VUP7000UAEGWAEBOAEB4AEAGAHPSY fuiiiY AsnewcOLKMaCASACAcgDANADgY r 7QE=

7 1377304857208 1 1|EhYXUFZLETVPQWEZNGMOVW 15Y0ZtQVVNGAAIDkkgbWVhbiBpZ 25vemUug A sAH4 JHUIi4AQFAAQHQAQHGAQDoAYaEke6KKIgCyd 7Bw4soyAIDDAIBYAMAOAOQo +ztAQ==

@ tc.db
@ tc.db
@ tc.db
@ tc.db
@ tc.db
@ tc.db

" Night€ € : Hank Livingston

"fGotit. Thx. € € HOO€© © © © © €6066(.. 1379555492472
" 993580970795409¢ € C Hank Livingston 1379555458752
" Tracking number on its way€ € C Hank Livingston 1379555422876
" I"llgnite it! € € C Hank Livingston 1377483920956
"Imeanignore. € €© 9999 €O © © € © 90O 1377304855046
" Test please ignite @ €© €€ © © © © © €©©.. 1377304836303
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Geolocation Support BASIS

« Google Maps, Browser, Cache and EXIF
location parsing

LY I1a0PoINTs

® - Data Sources |Table

- ® Views
£ Fle Types & Source File Description Latitude Longitude Date/Time
S Recent Files # CachedGeoposition.db 43.0681741 -8§9.3843177 1377009485166
X Deleted Fles # da_destination_history  Google Maps History 30.175349 97.526357
MB Fle Stze # da destination history 30.265048 -97 740783
| Results - - .740:
= [ Extracted Content # da_destination_history  Google Maps Hstory 30.253389 -97.743725
B Contacts (12) # da_destination_history 30.247418 97.,775084
B EXIF Metadata (139) L da_destination_history Google Maps Hstory 30.248352 -97.770194

g o7 Tradponts (15) | |
- il s (19) # da_destination_history 30.269048 -97.740269

™ Messages (79) =

+

(O

R
. — — — — —
y W W W W ) W
L
-
4

© 2014, Basis Technology 15



Geol

ocation Reporting

sar JFK
- O X
. @vv |+ Libraries » Documents » jhajkhg ». |43 N search jng.. £
y
%_ Organize v & Open ~ Share with v Bum New folder - 0 @
Ml
layd . N i
ool | Favorites Documents library Arrange by:  Folder ¥
Bl Desktop jhgjkhg
Javi :
J8 Downloads Name Date modified Type Size
%] Recent Places
. Temp 5/27/2014 4:09 PM File folder
45 Ubraries ModuleOutput 5/27/2014403PM  File folder
Biprciecrs Reports 5/27/2014 4:03 PM File folder
B
@ Music | Cache 5/27/2014403PM  File folder
5 Pictures Export 5/27/2014403PM  File folder
:ﬂ SUDUETSion Log 5/27/2014 4:03 PM File folder
B videos = autopsy 2014409PM  DBFile 5120
& TempReportkML 5/27/20M3:09PM  KML File 17 No preview
18 Computer |_| TempReportkML 5/27/2014P9PM  Text Document | Gl
B 05 (C) 4] jhgjkhg 2014403PM  AUT File 1
&, os(c
s HP_RECOVERY (D)
9 home (\\akihabara) (H:) 3 \ \
S projects (\\akihabara) (P:) <lahoma==—r={— =
5 forensics (\storevi) (Z) 338 \
o \
1| € Network
imai
Bor
Pla
Pho| < m
Roal | gom
ey TempReportkML Date modified: 5/27/2014 4:09 PM Date created: 5/27/2014 4:09 PM
5 @J KML File Size: 163 KB
o
W
Gallery §

Global Awareness

More
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Examining Multimedia Files BASIS
« EXIF ParsV

XIF Metacdata

Table  Thumbnai

Source Fie Date Created
-m 11307+ 11 11 El

I 5v01_pv00_0000014€ 201 3-06-13 09:¢
I cache-1537038623.tn 2013-06-03 15:00:33
N 63685¢51eb6fd25d21 2013-07-20 07:15:28
B bode96aff3dalff29dd 2013-06-13 09:53: 23 ED

B 20130702_223541.jp» 2013-07-02 22:35:40 EDT

« Graphics and Vldeos

GH-T999
DMC-255

iPhone S Apple N 1924... 0.230166.

Images €
Table  Thumbnai
Name Location Modified Time
= d2_tmo_wallpaper_01.99 fing_blD_mmecblkD, binfvol_vol1 7/walpaper /drawable/dz_tmo_
&' d2_tmo_wallpaper_01_smal.jpg fimg_bbD_mmcbikD, biny'vol_voll 7jwalpaper/drawable/d2_tmo_walpa
& h5d6704-F204-9926-3abf-e4bb505dcf 1f. PNC [/img_blkD_mmecbik, binfvel_vol18/data/com. tmobile pr.mytmobile/file... 2013-07-03 12:34:42 EDT
8 01f7615b-23ea-465¢-2241-4677eacf199.PNC [img_blkD_mmcblkD, binvol _vol18/datajcom tmobile pr.mytmobile file... 2013-07-03 12:34:43 EDT
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TECHNOLOGY

Recovering Deleted SQLite Data

 Active files shown in viewer

~ Database wewl Hex View | File Info |

: 6

ZACCOUNT  (2) ZPK ZENT Z OPT ZOWNER

ZNEXTID (1) 1 4 3 1 HEBERAIT

ZNOTE (4) 2 4 1 2 This is a note with Arabic text in it.&nbsp;<|
ZNOTEBODY  (4) 7 4 1 7 Adding a new note for diff dect

 Deleted must be examined/recovered in Hex

BE BS 9F 90 41 B4 11 2B BE B5 9F 90 41 64 64 69 6E 67 20 61 20 6E 65 77 20 6E ..A..+....Adding a new
6F 74 65 20 66 6F 72 20 64 69 66 66 20 64 65 63 74N LE: LI IME-te for diff dect] NG
01 01 01 03 01 01 01 07 07 81 35 55 00 00 OD 03 03 00 01 18 01 03 03 00 01 00 | eevueuuun- SUueeeeeannannnnn
02 06 41 B4 OD 35 1C 67 F4 CB 41 B4 0D 35 1C 67 F4 [ oI EE o il | ..A..5.g..A..5.q. [ CEETE
RENENENG G ENENGGEEENEE 00 00 00 21 00 01 01 01 01 01 01 01 03 01 | Tt ian . - e e eememnann
01 01 07 07 81 1D 55 00 00 OD 03 03 00 01 33 00 02 03 00 01 00 03 OB 41 B7 C9 | «u.... Uivennn. S A..

95 81 41 B7 C9 15 BE AF 95 81 SEEEEN-TeRN-TeRb {0y i- BN VST MR R U To s | .. ... B
everyday how great you a

and you will someday bel
ieve it59E1819F-45F6-42CD-|

on 14
01 01 03 01 01 01 07 07 2B 55 00 00 OD 03 02 00 00 32 00 01 03 00 01 00 03 O2A | ..uuunn.. +U...c... 2

ce--d."A....7."Chief i1s a
=ls}]1F19B46E-BS577-4407-8A

B7 C9 15 A7 37 8C 22 41 B7 CS 15 A7 37 8C 22 43 68 695 65 66 20 69 73 20 61
AR NTIal 31 46 31 39 42 34 36 45 2D 42 35 37 37 2D 34 34 30 37 2D 38 41
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Custom Scripts BASIS

TECHNOLOGY

« Mari DeGrazia’s SQLite Parser

o1 C\Windows\System32\cmd.exe

:\Users\FOR585\Desktop\SQLite Parser’>sqglparse.py —f notes.sglite —o notes_resul
s.tsv

:\Users\FOR585\Desktop\SQLite Parser>

Data

Type

5U A 5gA SgAdding a second noteU 3 AATell yourself everyday how great you are

Free Block 15881 234 |and you will someday believe it59E1819F-45F6-42CD-96C2-A296CFEC35D4
Unallocated 20456 3426 | 4>0 Clean this messae and see if gmail resyncs it...
AAdding a second note just because | feel lie it. V Tell yourself everyday how great

Free Block 23566 164 |you are and you will someday believe it

z xxbplist00TStopXSobjectsXSversionYSarchiverTroot USnull
ZNS.objectsVSclassXSclassesZSclassname\NSMutableSetUNSSetXNSObject\NSMutab
leSet_NSKeyedArchiver(25:<@FKV]* eny}bplistO0TStopXSobjectsXSversionYSarchive
rTroot USnull

ZNS.objectsVSclassXSclassesZSclassname\NSMutableSet UNSSetXNSObject\NSMutab
leSet_NSKeyedArchiver(25:<AGLW* bdfktbplist00TStopXSobjectsXSversionYSarchive
rTroot USnull
ZNS.objectsVSclassXSclassesZSclassname\NSMutableSetUNSSetXNSObject\NSMutab
Unallocated 73744 990 |leSet_NSKeyedArchiver(25:<@FKV]*'eny}
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References, Sources and Suggested Reading BASIS

* http://www.zdziarski.com/blog/wp-content/
uploads/2013/05/i0S-Forensic-Investigative-
Methods.pdf

« www.az4n6.blogspot.com
* https://viaforensics.com/blog/
 http://www.sleuthkit.org/

* Practical Mobile Forensics —-Bommisetty,
Mahalik, Tamma

* www.smarterforensics.com
 https://code.google.com/p/lime-forensics/
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