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The Mobile Malware

* 155% increase in mobile
malware from 2010 to
2011

* 6147% increase in mobile
malware from March
2012 to March 2013

* Total samples across all
platforms

* Android represents for
92% all known mobile
malware infections
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Types of Mobile Malware &
Potentially Unwanted Applications

* Malware

* Backdoor
* Trojan
* Worm

° Ra nsomware 9 Device hacked by Oleg Pliss, For unlock device

* Potentially Unwanted
Applications (PUA)

* Adware

OK

* Trackware

* Spyware




Mobile Malware Infection Vectors

* Third-party App Store repositories
* Androids with outdated OS versions
* Jailbroken iPhones

* Unlocked Windows Phones

* Malicious websites - “drive-by” download
installation

* Direct victim targeting through e-mail, SMS,
and MMS

* “Smishing”
- Official App Stores

* Emerging Methods
* QR Codes
* NFC Chips




Signs & Symptoms of Mobile Malware
Infection

Poor Battery Life

Dropped Calls and Call Disruption
Unusually Large Phone Bills

Data Plan Spikes

Performance Problems
Unexpected Device Behaviors

RISKY user behavior
* Pirated apps for free
* Porn surfing

* “Free” Money Apps

AT RISK users




OUCH!?

* What are the implications of + hits on a case?

 Can the presence of malware or spyware actually potentially

help the investigation?
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Mobile Malware
Detection

* Cellebrite Physical
Analyzer

* Bit Defender

* With Other AV Tools:

* Perform a file system
extraction

* Scan the file system
extraction with one or
more AV tools

* |f the extractionis a
.Zip, be sure to unzip
first!

* UFED Physical Analyzer 3.8.0.274

File View Tools Extract Python Plug-ins Report Help
5 5 W@ & B @MY
Project Tree

= [@ Kyocera COMA_CS170 Hydro

Extraction Summary

% Device Info Device Information

& mages

= Memory Ranges ) i
Extraction start date/time
Extraction end date/time
Unit Identifier

Unit Version

Selected Manufacturer
Selected Device Name
Connection Type
Extraction Type

File Systems

Analyzed Data
CallLog (521)

{0 contacts (123)
Cookies (117)

) MMS Messages (29)

5 Passwords (44)

£ searched Items (75)

Kyocera CDMA_C5170 Hydro xyocer cs170 1y

13 12:05:55 PM
13 3:08:07 PM
UFED S/N 5537200
1.8.5.0
Kyocera COMA
€5170 Hydro
Cable No. 100
Physical

I Image Hash Information

SMS Messages (2922)
User Dictionary (1)
[E] web Bookmarks (15)

i\ Hash data is available for this project. Click to verify.
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If you still suspect a problenmn..

 Don’t Stop Digging!!

* Beyond scanning for malware:

Check Installed Apps for suspicious .apk files

Check Downloads folder(s) for suspicious files
Check browser history for visits to BAD sites
Check for links from SMS, MMS, & Email

Examine activity on phone around the
suspected time of infection

Research any error messages or notifications
that might give you clues about infection

* Malware scanning won’t always catch the BAD

* Spyware and for pay applications often
considered legitimate




Finding the BAD..

+/1=)] PErsISt(EXtA)

+-{=) procdata.zip

Root\App folder contains g
downloaded .apk files i £ SDeletedinodes

Root

Most .apk files will be 585 app
%] AccessTmobile_TMO.apk

I egitim ate d p p l icatio ns (| AccuweatherDaemon.apk

Ei AccuweatherDaemon.odex

lndiVidual SUSpiCiOUS 'apk 8| AccuweatherWidget.apk
files can be exported for |:| AccuweatherWidget.odex

-5, AccuweatherWidget_Main.apk

fu rther examination [ AccuweatherWidget_Main.odex
. (| AliShareCastWidget.apk
ANY .apk flle can be D AllShareCastWidget.odex
unpacked and (| AllshareMediaServer.apk
. . (| AllshareMediaServer.odex
decompiled or submitted 2.5 AlSharePlayapk
to a sandbox site for £ AtshareSenviceapk

. [ AllshareService.odex
analysis




Mobile Malware
Reverse Engineering & Analysis

* Mobile Malware Analysis
& R everse E N gi nee ri N g %) Java Decompiler - KMCallRecorderclass

File Edit Navigate Search Help

Tools: > 71

classes_dex2jarjar X

- support.vd Telephony.dass AmrInputStream. dass KMCallRecorder.cla
£ util

3 au.com.bytecode.opencsv
i

|J] CSVParser #|import android.content.Context;

M M J] CSVReader
An u b I S / An d ru b l S z CSVWriter public class KMCallRecorder

[J] ResultSetHelper {
[J] ResultSetHelperService private RecordType audioType = RecordTvype.AMR;

APK Inspector Private EiEallicsesiezsereics cro:

f3 android.internal.telephony

* Dexter

package com.kmobile.callrecorder;

private File fwavpath;
N K private KMInstalllistener installlistener;
DeXZJ ar o k4m°b'|E . private boolean isRecording = false;
Eigg==g CAIIre = private String path = "";
£ facebookapi private String pcmpath = "";
@ facebookcapture private KMRecorderListener recordListener;

. .
Jd-gUI # gmailapi private String wavpath = "";

£ facebookcapturemanager.events

lockscreen
public KMCallRecorder(

{
Santoku * skype this. Xt = paramContext;
system this. dListener = null;
tracer this. llListener = null;
viber this. KMCallRecorderService (paramConte

registration

whatsapp
ExecShell
GpsEnable public static boolean checkDevice()

HTCOnexXFix

T




Locating Problem .apk

files

* Phone errors may give
important clues about
infection with malware
or spyware.

* Check for the
associated .apk file in
Root\Apps

 Export the suspicious
application for further
analysis
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.apk Analysis using Online
Sandboxes

(3]

A d Mal Anal
° Export Suspected ) ‘\L“’Hiﬁ\ + |15 apk-analyzer.net e
. E ;itled folder*v Madison Are...cal College Mobile Phon...| Control-F  Apple Yahoo! Google M:
malware .apk files to a PPICATae! G sanc Q@ ver s
well marked folder such

as “Suspected Malware”

 Submit suspicious files

for analysis

* Review results to
determine what the .apk — H S
file is doing

| agree to be bound by the and understand
that the analysis results and data (including screenshots) will be
published at the




Static Analysis of .apk Files

* .apkfiles can be analyzed locallyin 7 o& w40 2
a static manner o = wooere 3

- .apk File Format:

* The .apk file is a zipped package
based on JAR file format

* It contains compiled programming
code and additional information

* We can look inside to see what the { oo
.apk is programmed to do! }
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Static Analysis Step 1:
“Unpacking” the .apk file

* The contents of an
.apk file can be viewed
by “unpacking” it

* Simply rename the file
to .zip and openit to
unpack the .apk file

* The classes.dex file is
needed for the next
step.

Total 4 folders and 481,364 bytes
_— — ——




Static Analysis Step 2:
“Decompiling” the .apk file

Locate and copy the
classes.dex file (Sl Comman Promet

Microsoft Windows [Uersion 6.1.76011
ICopyright (c> 28089 Microsoft Corporation. All rights reserved.

C_Opy the Classes.dex flle Hc:\Users\MPD CFU>cd C:\Users\MPD CFU\Desktop\dex2jar—8.8.9.15
into dexziar directory C:\Users\MPD CFU\Desktop\dex2jar—-8.0.9.15>dex2jar.bat classes.dex

Open a command prompt and e
: : [ iegarass
navigate to the “dex2jar”

it View Tools Help

folder

Execute the batch file N
“deXZj ar ° bat || classes.dex
clas ses. dex,’ 4] classes_dex2jar.jar

v Include in library v Share with v Burn New folder

Name Date modi... Type

This command will create a file
named “classes_dex2jar.jar” in
the dex2jar directory




Static Analysis Step 3:
Viewing Decompiled Code

- Use “jd-gui” Java
Decompiler to view the
data you unpacked and
decompiled in the
previous steps

. NaVigate to and open the ' el
classes_dex2jar.jar created |[is
in the previous step

* View contents to reveal
the underlying code and
see what the .apk file is
doing




Mobile Spyware

Generally advertised for

* Catching cheating spouses

* Monitoring and protecting
children

* Monitoring employees

Must have physical control of
the target device to install

Many, Many, Many varieties

* mostly cheap or free

Mobile malware scans may or
may not detect the presence
of spyware




Carrier Family Monitoring Tools

* Verizon — Family Locator
Plan

 US Cellular — Family
Protector Plan

* AT&T Family Tracker

* Sprint — Family Locator
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