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About me… 
�  Principal Forensic Scientist at Oceans 

Edge, Inc. 
�  SANS Senior Instructor 
�  Involved with Infosec/Forensics for 13+ 

years 
�  Co-author of FOR585 and FOR518 
�  Instructor of FOR585 and FOR408 
�  Co-Author of Practical Mobile Forensics 
�  Mom and a wife 
�  Dog, horse and wine lover J 
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Will your tool catch you when you 
fall? 
� Will you be able to defend the 

evidence? 
� Can you find the data? 
� What if the tools contradict one 

another? 
� Understand the artifacts 
� Don’t know just enough to be 

dangerous 
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Consider your actions 

Where to start? 

Which 
tools to 

use first? 

How to 
obtain 
what is 
missed 
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Why the tools fail… 

�  There is so much data 
�  Too many applications 
� OS updates 
� Knowing where to find this information is 

the hardest part 
� Knowing how the artifact was created is 

key! 
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Example 1: Call Logs 
Magnet IEF 

UFED 
Physical 
Analyzer 
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Example 1: Call Logs 
Call logs 

iOS 7 

iOS 8 
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Example 2: WhatsApp 

� Yes, I know that they are claiming 
encryption now 
�  Stay tuned… 
�  I never trust developer claims 

�  I love to prove them wrong 
�  FOR585 teaches you how to do this for 

almost every app 
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WhatsApp Chat – Physical Analyzer 
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WhatsApp Chat – Manual Examination 

� WhatsApp stores data in more than one 
place 
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WhatsApp – Residual Artifacts 
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Example 3: Location Artifacts 
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Why data is missed (1) 
iOS 8 and iOS 9 iOS 7 
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Why data is missed (2) 
�  Social media geo-

tagging 
�  Facebook 
�  Google+ 
�  Twitter 
�  Etc. 

�  Consider what 
traces are left 
behind when the 
user “checks-in” and 
tags a location 
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How much does your phone know? 
� Digging deeper into the apps 

� What are they really doing? 
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Recommended Steps 

� Use tools for Triage 
� Which tool – well, it depends.. 

� Use more than one tool 
�  Acquisition  
�  Analysis 

� Don’t be afraid to do it yourself! 
� Always verify your results 
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How did that get there? 
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Triage 
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Digging Deeper 
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Concerns 
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Small Budget? 

Acquisition Solutions Analysis Solutions 

�  Autopsy 
�  Magnet Acquire 
�  NowSecure CE 
�  SSH (Sarah’s blog post) 
�  FTK Imager 
�  ADB pull 

�  Autopsy 
�  Andriller 
�  Sanderson SQLite 

Forensic Browser 
�  SQLPro for SQLite 
�  Hex editor 
�  Notepad 
�  SSH 
�  Live Analysis 
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Creating a Query 
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Bottom line… 

�  Jokingly: There are more people in the 
world with a smartphone than those who 
have access to a toilet! 

� Seriously: Most investigations involve a 
smartphone 
� Will you know where to find the data? 
� Will you need to rely on your tools? 
� Do you have a cert to back you? 
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GIAC GASF Certification 

� Beta test in progress 
� All students who attend qualify for 

discounted, free or bundle-pricing 
� Vendor-neutral 
� Proves you know how to stand behind 

the artifacts! 
�  Take FOR585 now and be one of the 

first with this sought after cert 
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Heather Mahalik 
heather@smarterforensics.com 
@HeatherMahalik 
Blog: for585.com/blog 
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FOR585.com/course 

� SANSFIRE – June – Washington, DC 
� DFIR Summit – June – Austin, TX 
� VA Beach – August 
� Network Security – Sept – Las Vegas 
� Baltimore – Oct 
� Prague – Oct 
� OnDemand/Self-Study 
� Onsites 
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References 

�  http://smarterforensics.com/blog/ 
�  http://www.mac4n6.com/ 
�  FOR585.com/course 
�  https://www.magnetforensics.com 
�  https://andriller.com 
�  http://www.sleuthkit.org 
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