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About me...

Principal Forensic Scientist at Oceans
Edge, Inc.

SANS Senior Instructor

Involved with Infosec/Forensics for 13+
years

Co-author of FOR585 and FOR518
Instructor of FOR585 and FOR408
Co-Author of Practical Mobile Forensics
Mom and a wife

Dog, horse and wine lover ©



Will your tool catch you when you
fall?

Will you be able to defend the
evidence?

Can you find the data?

What if the tools contradict one
another?

Understand the artifacts

Don’t know just enough to be
dangerous




Consider your actions
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Why the tools fail...

There is so much data
Too many applications
OS updates

Knowing where to find this information is
the hardest part

Knowing how the artifact was created is
key!
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Example 1: Call Logs
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Example 2: WhatsApp

Yes, | know that they are claiming
encryption now

Stay tuned...
| never trust developer claims

| love to prove them wrong

FORS585 teaches you how to do this for
almost every app



WhatsApp Chat - Physical Analyzer
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WhatsApp Chat - Manual Examination

WhatsApp stores data in more than one
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WhatsApp - Residual Artifacts

= Media

=55 17039377561 @s.whatsapp.net

65b95dd65f4ebe5a89d4el1a5d49d7e0.jpg
65b95dd65f4ebe5a89d4el1a5d49d7e0@2x.png

AkeUKg5RMo2_K-vRkpLR8kwMti721XhDWwC54

bebefd7b4a2dfl ca0842a88c55d462be.jpg
bebefd7bda2dfl ca0842a88c55d462be@2x.png

5B Profile




Example 3: Location Artifacts
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Why data is missed (1)
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Why data is missed (2)
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How much does your phone know?

Digging deeper into the apps
What are they really doing?

ion="1.0" encoding="UTF-8"2>.<!DOCTYP
docid cOentry_id cltext c2modified_date

= w_ non
1 8CC1B93F56574CD594104E20E33FBB61 First tomatoes from my garden! 1373325781 . / /Apple / / DTD PLIST 1.0 / / . h

& 2 6967D3A0F4054D399E3FI37A15B97F5C Test 1373325858 apple.com/DTDs/PropertyList-1.0.dtd">
rsion="1.0">.<dict>..<key>Creation Da

te</key>..<date>2013-07-08T23:22:35z2</date>..<k
ey>Entry Text</key>..<string>First tomatoes fro
m my garden!</string>..<key>Location</key>..<di
ct>...<key>Administrative Area</key>...<string>
Virginia</string>...<key>Country</key>...<strin
g>United States</string>...<key>Latitude</key>.
..<real>38.897663774005035%</real>...<key>Locali
ty</key>...<string>Dunn Loring</string>...<key>
Longitude</key>...<real>-77.240605317128114</re
al>...<key>Place Name</key>...<string>8521 Mine
rva Ct</string>..</dict>..<key>Starred</key>..<
true/>..<key>Time Zone</key>..<string>America/N
ew _York</string>..<key>UUID</key>..<string>8CC1l
BY93F56974CDS554104E20E33FBB61</string>. .<key>Wea
ther</key>..<dict>...<key>Celsius</key>...<stri
ng>29</string>...<key>Description</key>...<stri
ng>Partly Cloudy</string>...<key>Fahrenheit</ke
y>...<string>84</string>...<key>IconName</key>.
. .<string>pcloudy.png</string>..</dict>.</dict>
.</plist>.




Recommended Steps

Use tools for Triage
Which tool — well, it depends..

Use more than one tool
Acquisition
Analysis
Don’t be afraid to do it yourself!
Always verify your results



How did that get there?

They work together beautifully.

Start editing a photo on your iPad and finish it on your MacBook. Sync a playlist from your
iPhone to your Apple Watch. And send iMessages from any Apple device to any other.
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Digging Deeper

e0000 AT&RT

Messages

iMessage
Today 5:50 PM

Your so fat
| really don't care

| hate you and also you are
really ugly

Thank you!

Your stupid and | bet you
can't count to 5 that's why
your in the lower classes

Your in the lower classes

too




concerns




Small Budget?

Autopsy

Magnet Acquire
NowSecure CE

SSH (Sarah’s blog post)
FTK Imager

ADB pull

Autopsy
Andriller

Sanderson SQLite
Forensic Browser

SQLPro for SQLite
Hex editor
Notepad

SSH

Live Analysis



Creating a Query
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Bottom line...

Jokingly: There are more people in the
world with a smartphone than those who
have access to a toilet!

Seriously: Most investigations involve a
smartphone

Will you know where to find the data”

Will you need to rely on your tools?

Do you have a cert to back you?



GIAC GASF Certification

Beta test in progress

All students who attend qualify for
discounted, free or bundle-pricing

Vendor-neutral

Proves you know how to stand behind
the artifacts!

Take FOR585 now and be one of the
first with this sought after cert



rterforensics.com
ahalik
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FORbBb85.com/course

SANSFIRE - June — Washington, DC
DFIR Summit — June — Austin, TX

VA Beach — August

Network Security — Sept — Las Vegas
Baltimore — Oct

Prague — Oct

OnDemand/Self-Study

Onsites
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GASF is coming soon!

Focused on mobile forensics analysis, the new GASF certification will be the only
vendor-agnostic mobile forensics certification in the industry. Take the FOR585 course
now and get your certification as soon as it is available in the next few months.
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