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UFED Basics

Cellebrite  makes mobile device evidence
extraction available on two different platforms:
the UFED Touch, or the UFED 4PC. The UFED
4PC is extraction software that can be installed
on any PC platform, accessible and securable
in the same way as any other PC-based
software.

The UFED Touch consists of standalone proprie-
tary hardware, with the UFED software installed
on the Microsoft® Windows® Embedded Stand-
ard 2009 platform. Users can only access
limited functionality—shut down, log
on/off—and cannot access the Windows operat-
ing system.

The UFED Touch and UFED 4PC interfaces and
architecture are exactly the same. UFED
software is designed to execute only read com-
mands, and to prevent the opportunity to alter it
to issue write commands to mobile devices.
While the operator should document which
platform, version, and extraction type were
used, no other differences fundamentally exist
between UFED Touch and UFED 4PC extrac-
tions.

UFED operators should also adhere to the same
best practices for both Touch and 4PC
platforms that they do for any forensic computer
installation:

m |solate the forensic machine from the Inter-
net while performing forensic examinations.
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B Don't store digital evidence on any comput-
er that is or will be connected to the Internet
at any time.

® |f performing an over-the-air software
update, the operator should not simultane-
ously have an evidence device or evidence
storage connected to the forensic machine.

® Extract mobile device evidence to a storage
medium  specifically  designed  and
prepared for that purpose: a Flash drive,
external hard drive, a location on an internal
forensic network, or internal drive or
partition within the forensic computer.

As of April 2014, a permission management
feature was included in the UFED 3.0 update.
UFED Permission Management is an optional
feature that allows forensic lab administrators to
enforce operator accountability and limit search
scopes, either based on extraction type or to
specific data types.

This way, administrators can control who
performs extractions based on their level of
training, job responsibilities, or other “right to
know, need to know” criteria as specified in their
organization’s policies or standard operating
procedures. Cellebrite encourages all custom-
ers who distribute mobile evidence collection in
their organizations to use UFED Permission
Management.
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Extraction Types

There are two different methods of mobile
device data extraction: logical and physical. (A
third extraction type, the file system extraction,
technically falls under the “logical” heading.)
Different data types, if they are supported for
the device, are available from each extraction
category, as shown in the graphic below.

Contacts

Contacts

Call logs

Call logs

App data

Hidden Files

In most cases, mobile phones are connected to
the UFED device via a USB cable connection,
which communicates with the phone to extract
its data. The use of a USB connection provides
a proven reliable channel upon which to copy
data from evidence device to the forensic
image.

cellebrite

delivering mobile expertise

In the rare instances when the extraction fails,
the user must simply start the extraction over.
The failure does not affect the quality or integrity
of evidentiary data because it only affects the
transmission of data from the device, not the
data on the device.

Contacts
Call logs

App data

Hidden Files
Deleted data

Depending on the subject phone’s OS, logical
extractions may instead use USB/Bluetooth
protocol APls or, with older devices, serial proto-
cols in order to extract the data. Operators
should document which connection type they
used for each extraction.
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Logical extraction

Logical extraction of data is performed, for the
most part, through a designated API (Applica-
tion Programming Interface), available from the
device vendor. Just as the API allows commer-
cial third-party apps to communicate with the
device OS (operating system), it also enables
forensically sound data extraction.

Upon connection, the UFED loads the relevant
vendor APl to the device. The UFED then makes
read-only API calls to request data from the
phone. The phone replies to valid APl requests
to extract designated content items such as text
messages (SMS), phonebook entries, pictures,
etc.

Can | have your SMS?

EETE And your pictures as well?

= l. _F

From a technical standpoint, API-based logical
extraction is straightforward to implement and
the results are provided in a readable format.
However, the logical method is limited to the
scope of content the specific vendor has made
available through its API.

Pictures taken via third-party app, for example,
are likely stored in a folder that is different from
the default.
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Therefore, the APl will not see that they exist
and will not make them available to a UFED
logical extraction. To access this data, an exam-
iner would need to access the file system and
examine the data associated with the particular
application in question. In addition, not all devic-
es have a common interface to extract emails,
and the API will not be

applicable.

How about the emails, please?

Logical extractions of i0S devices

In July 2011 Cellebrite identified the need for a
faster means of extracting data from iOS devic-
es. The pre-UFED Touch hardware, the UFED
Classic or UFED 36, could take many hours to
perform these extractions. Cellebrite solved the
problem by implementing iOS extraction within
its analysis software, UFED Physical Analyzer,
as of version 2.1.

It is possible for iOS device extractions to differ

between the UFED Touch/UFED 4PC interface
and the UFED Physical Analyzer.
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That's because the UFED Touch/UFED 4PC
obtains the Apple iTunes backup interface
using its API, the Apple File Connection
(AFC)—the same interface used to back up the
device to a computer.

File system extraction with UFED Physical
Analyzer is almost identical to physical extrac-
tion in that it relies on a boot loader to access
the device’s memory; however, rather than
obtain a bit-for-bit image including unallocated
space, the software extracts only the device file
system. This extraction process is proprietary
rather than dependent on Apple’s API.

Moreover, UFED Physical Analyzer makes three
different types of iTunes backup (“Advanced
Logical”) extractions possible.

® Method 1 like the UFED Touch, relies on the
iTunes backup using Apple’s backup infra-
structure

m Method 2 extracts backup data if the
device is encrypted and the UFED operator
does not know the device passcode

m Method 3 is recommended for both encrypt-
ed and unencrypted jailbroken devices
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How does the examiner know which method
to choose?

The UFED Physical Analyzer interface automati-
cally selects the appropriate extraction meth-
od—based on the device’s backup configura-
tion, jailoreak status, model, and i0OS
version—but the operator has the option to use
other methods as well, and to combine the data
sets. The interface explains which data is availa-
ble with each extraction method. Users should
document which method(s) they used and why
they used it, when possible.

File system extraction

Another logical method extends the examiner’s
reach to the phone’s live partition. Available with
the UFED Ultimate license, a file system extrac-
tion uses different device-specific methods to
copy the file system. While these are compara-
ble to the APl used in logical methods, they use
different sets of built-in protocols, depending on
the OS. The mix of protocols often differs from
device family to device family.

In some cases, not only with iOS devices as
described above but also with Android and
BlackBerry® models, it may be necessary to rely
on device backup files to make available files,
hidden files, and other data that is not necessari-
ly accessible through the phone’s API.
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This can include some user deleted and hidden
data contained within SQLite databases,
including web history, email headers, EXIF data
on images, and system data.

Decoding

The decoding process translates the raw data
within a database file to a recognizable format.
Data extracted via APls and backups require no
decoding because it is intrinsic to these meth-
ods, which present media files such as pictures
and videos as they are seen on the device.
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Can | copy your File System?

Sure Thing.
Good luck with Decoding

However, data within other database files, such
as those that contain text messages, must be
separately decoded to parse out the messages.
UFED Physical Analyzer automatically performs
this decoding process, presenting decoded
data both in human-readable format, and as
raw data as stored in the device’s memory.

-
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Figure 1: UFED Physical Analyzer displays data in human-readable format, as well as

in its raw state as stored on the device.
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Can decoding miss some data?

It is possible for automatic decoding to miss
some data. Decoding relies on programming
that tells the software to look for and interpret
data in certain places on the device, based on
patterns from previous make, model and operat-
ing system versions. Cellebrite’s access to
mobile device manufacturers and carriers
makes this easier for the UFED to accomplish
than it does for other tools, but it is not a guaran-
tee.

This is particularly an issue when it comes to
app data, which is stored within SQLite data-
base files and plist files on iOS devices. UFED
Physical Analyzer identifies that these files
exist, and certain database file extractions from
some Android and BlackBerry® smartphone
apps — including Facebook, Skype, Twitter,
Viber, Yahoo messenger, Whatsapp, TigerText
and others—are even possible through UFED
Logical.

This data also requires decoding through the
process described above. However, itis unfeasi-
ble, due to the large number of apps available,
for UFED Physical Analyzer software to be
programmed to parse every SQLite database
file that is present. If a database exists that
UFED Physical Analyzer knows to look for—if it
supports decoding for a particular app—it will
decode and present the data. However, an
obscure or unsupported app will not show up in
the “analyzed items” section of the Physical
Analyzer software.
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Wear leveling and garbage collection

Unlike traditional hard disk drives, which simply
overwrite unneeded data blocks with new data,
mobile devices’ flash memory must erase
unneeded data blocks before new data can be
written.

This process extends the memory life, storing
data more efficiently by distributing it (and thus,
write/erase cycles) evenly across each solid
state drive (SSD) chip. Known as wear leveling,
this process complicates the extraction and
decoding process because it is possible for
data to look different from one extraction to the
next.

This is because of “garbage collection,” the
process of erasing the unneeded data blocks.
Blocks are composed of pages, where data is
written, but the data can only be erased in
blocks. When pages within a block become
unnecessary, wear leveling rewrites the “good”
pages into an empty block, and garbage collec-
tion erases the unneeded blocks.

Flash
memory can
only be
erased in
blocks.

The units in
which data is
written to flash
memory.

Blocks are
made up of
pages

Cells

Pages are made

Can only be written to so
up of cells.

many times before they
wear out.
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Garbage collection happens in the
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background, but its speed and ==
frequency can vary from SSD to SSD.
As aresult, it may be that the examin-
er performs an extraction before
garbage collection has occurred. If
this happens, deleted data may be
written multiple times in multiple loca-
tions on the SSD.

(See Figure 2.)
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of recovering deleted data, it can
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only by increasing the amount of data
to be parsed, but also by potentially

Figure 1: wear leveling in action. the same text message shows
up multiple times because garbage collection has not yet
happened

changing the pattern on which the
decoding process relies to parse
data. It is possible for wear leveling to affect the
offset (found in the hex code) so that it doesn’t
match the pattern in the decoding program.

Whether due to a lack of decoding or wear leve-
ling, the data is likely present in the extraction,
but forensic examiners should be prepared to
use the hexadecimal viewer within UFED Physi-
cal Analyzer to carve for additional data if
needed. Additionally, they should be prepared
to explain why the tool extracted but did not
decode the data, and if possible, how they
validated that the carved data was stored on
the device.

Physical extraction

To allow the most comprehensive and detailed
analysis of the device, Cellebrite’s physical
extraction capability accesses the additional
data layers, in both allocated and unallocated
space, that construct the phone’s physical
memory. These layers include three different
groups of content pertinent to investigators:

1. "Logical" content unavailable through API
(e.g. call logs on smartphones and feature

phones)

2. Deleted content
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3. Content that the phone collects without any
user action (and sometimes without user
knowledge). For example: wi-fi networks,
GPS locations, web history, email headers
and EXIF data on images, and system data.

The physical extraction allows the examiner to
access this data by creating a bit-for-bit copy of
the mobile device’s flash memory. As with the
file system extraction, the data within this copy
can be decoded via UFED Physical Analyzer.
Seeing where the data is located within the
device's memory enables the analyst to inter-
pret the data.

Boot loaders

A common method used to physically extract
binary files from mobile phones is through
‘rescue mode” or “download mode”. Operating
in this mode, mobile phones are designed to
allow the insertion of a small piece of code,
called boot loaders, into the RAM during
start-up.

Good morning, sir.

Please run this program for me.

)

Have a blast figuring it out!
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In the commercial world, this allows the opera-
tor to use a product called a “flasher box” to
insert the boot loader and overwrite the device’s
flash memory, so as to upgrade the device or
change service providers.

Although flasher boxes have been successfully
used in a forensic context, they were not devel-
oped to be forensic tools. They are not “read-on-
ly” devices, and as a result they make it possi-
ble for unskilled users to make inadvertent
changes to the evidence.

Some mobile forensic products incorporate
these third-party boot loaders. However, this is
a “black box” solution because there is no
access to the device’s source code.

The utilization of third-party boot loaders may
involve risks of modifying the evidence and in
some cases even cause phone malfunction.

Why Cellebrite boot loaders are forensically
sound

While Cellebrite relies on the boot loader
concept, its boot loaders are designed in-house
around each individual device platform with its
variety of chipsets, peripherals, memory chip
interfaces, and USB/serial controllers to be
efficient and deliver quick, accurate results
using a repeatable, reproducible methodology.
By controlling every part of the code running on
the device, Cellebrite ensures that the process
is non-intrusive and that nothing in the device'’s
user partition is changed.
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It also avoids data integrity concerns associat-
ed with jailbreaking an iOS device, rooting an
Android, or other methods that bypass a smart-
phone’s factory settings, including built-in secu-
rity and other restrictions, to provide administra-
tive “root” access to its operating system.

During the initial stage of the device’s booting,
the UFED sends the boot loader to the device’s
RAM memory. The device will start running the
boot loader, but will not continue its regular boot-
ing procedure into the OS. The Cellebrite boot
loaders then execute “read only” actions that
extract evidence from mobile devices and leave
no artifacts behind.

Each boot loader is specifically designed to
read the contents of the device's memory, and
send it back to the UFED.

In the majority of devices, Cellebrite’s proprie-
tary boot loader can bypass all security mecha-
nisms, even if the device is locked, without
jailbreaking, rooting or flashing the device.
Because the boot loader contains nothing but
code used to read the various memory chips on
the device, and does not write to the memory
chips on the device data at any stage during or
after the extraction process, the data extraction
and passcode bypass processes are forensical-
ly sound.

cellebrite
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Other physical extraction
methodologies

Even so, newer devices, including some
Android smartphones, don’t have a built-in func-
tionality to upload boot loaders.

In some cases this may necessitate “temporary
rooting” in order to gain access to the informa-
tion. During this process, Cellebrite clients are
uploaded to the device to enable temporary
rooting and thus, extraction. Following the
extraction, the client is uninstalled and the
device boots as usual, non-rooted.

In other instances, UFED users have the option
to use a different type of client. This can leave a
footprint in the user data partition, notably the
potential for writing to small, unallocated areas
of the storage medium. The client is installed in
the next available bit of unallocated space,
which then becomes allocated for that purpose.

This type of installation is comparable to walk-
ing into a snowy crime scene to retrieve a
murder weapon. The investigator may leave his
or her own footprints behind, but this necessity
is acceptable in court as long as it is carefully
documented. As a result, the UFED prompts
users by first asking if they want to install a
client.

In addition, the UFED has a setting that by

default uninstalls the client after it is written to
the device.
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While this is useful for intelligence professionals
who must operate covertly, law enforcement
who use the client should follow their depart-
ment’s protocol about whether or not to uninstall
the client, or should document its use and
whether or not they uninstalled it.

Some agencies, for example, may require exam-
iners to always disable the “automatic uninstall”
setting, declare and document its use and
leave the client in place. Other agencies may
require this action only for suspect phones, but
allow the client to be uninstalled from a victim’s
phone as long as its use is documented.

Likewise, another family of several LG phones
(a very small percentage) require, when the
device is locked and there is no other way to

cellebrite
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access the data, flashing of a proprietary boot
loader to the phone.

This necessitates rewriting the phone’s memory,
permanently changing the device boot loader
to Cellebrite’s own.

The UFED warns the user when this is about to
happen, and still does not change any user
data. The chance of damaging the device in
this case is very low; there is a small chance of
overwriting data in unallocated space. Examin-
ers should document the situations in which this
IS necessary, and why.

Authentication and reporting

Once logical, file system, and physical extrac-
tions are complete, the UFED generates an
extraction file, along with a .UFD (text) file that
tells UFED Physical Analyzer what the extrac-
tion is. The .UFD file contains information about
the extraction, such as which UFED was used
(including its serial number); start time, finish
time, and date; and hash information. With iOS
physical extractions, the .UFD file also contains
decryption keys. For binary images, it may
contain some information to ease the decoding
procedure.

For logical extractions, the .UFD file references
a .ZIP or backup file; for physical extractions,
the .UFD file references an .IMG (image) file or
a .BIN (binary) image file, depending on how
the extraction was performed and on which
platform.

Any data which the UFED extracts is hashed
using SHA256 and/or MD5 algorithms, which
helps to maintain data authenticity. These algo-
rithms are included within the .UFD file.
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However, UFED Physical Analyzer does not
create a forensic “container” comparable to an
EnCase .EO1 file.

As a last step, UFED Physical Analyzer creates
a report. Report formats can vary, with logical,
file system or physical extractions reported in
the UFED report package (UFDR), Microsoft
Word® or Excel®, Open Document Format
(ODF), HTML, PDF, or XML files.

In Conclusion

The extraction processes employed by
Cellebrite UFED can seem complex, and it is
wise to ensure that the investigators or exam-
iners being called as witnesses have a good
enough grasp of the technology to explain it
in a way that a jury can understand.

To this end, Cellebrite strongly encourages
all users to attend certification training in
order to best understand—and explain—how
to extract, decode, analyze and document
mobile device evidence using these
advanced methodologies.

cellebrite
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When necessary, some of these formats can be
imported into other forensic and data manage-
ment tools for additional analysis.

For attorneys and other authorized personnel,
Cellebrite makes available a free application,
UFED Reader, available in the installation pack-
age with each UFED license. UFED Reader
allows anyone to view, search and filter results
from the .UFDR report package. Interested attor-
neys should ask licensed users to download
and send a copy of UFED Reader.

Certification training is available worldwide
and in multiple delivery modes, including
online and in-class. To learn more, visit:
http://www.cellebritelearningcenter.com.
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Glossary of Terms

ADB: Android Debugging Bridge. A command
line, client/server tool that allows developers to
communicate with an Android device. ADB can
be used to install and uninstall apps, run shell
commands, backup and restore a device, and
so on. In a mobile forensics context it can be
important, in some makes and models, to
enabling physical and file system extractions
from Android devices.

Allocated space: The area on a device’s
memory that stores data in an organized
manner, and contains its operating system and
user data. Logical extractions obtain data from
allocated space only.

API: Application Programming Interface. Speci-
fies how apps and firmware on a mobile device
should interact with one another.

Boot loader: A small piece of code that is insert-
ed into the RAM during start-up. In the commer-
cial wireless world, this allows flashing of
firmware. In the forensic world, it allows a non-in-
trusive means of accessing and copying user
data into a forensic image.

Carving: The process of finding data contained
within the hexadecimal code, apart from what
the forensic software has automatically offered.
Carving can become necessary when the foren-
sic tool parses data from unsupported apps,
with deleted data including images, and other
situations with file system and physical extrac-
tions.

Client/agent: A client is used during logical
extractions. It is a very small application that is
temporarily installed on a limited number of
Android, older Windows Mobile, Palm OS, and
Symbian models. The client is unlike a boot
loader in that, rather than be installed to the
device RAM, it acts like any other third-party
app by installing to the device ROM. It does not
overwrite any data; it will not install, for example,
on a device whose memory is full. It provides
enough access to the device’s file system that
allows UFED to index the file system and deter-
mine how many files exist, then extract the data.
It is automatically removed from the device after
the extraction is complete. Users are encour-
aged to document when the UFED prompts
them to use the client, and whether they
proceed with the use.

Decoding: The process of translating raw hexa-
decimal data into an easily readable format. An
automatic process within UFED Physical Analyz-
er and UFED Logical Analyzer, decoding
renders data easier for the examiner to find and
analyze. From file system and physical extrac-
tions, the examiner always has the option to
examine hexadecimal code within the raw data.

Extraction: The process of obtaining mobile

device data and storing it in an approved loca-
tion for processing.
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Jailbreaking/rooting: A jailbroken iOS device
or a rooted Android device is one whose owner
has taken steps to bypass its factory settings,
including built-in security and other restrictions.
Jailbreaking an iOS device allows the user to
install third-party apps from sources other than
the App Store, while rooting an Android device
provides administrative “root” access to its oper-
ating system. UFED solutions do not rely on
jailbreaking or permanent rooting to perform
forensic extractions, as other mobile forensic
tools do.

SQLite database: A database file format often
used for data storage. Commonly used for
storage of mobile and application data, but
many smartphones may use .db files, .plists,
and other file formats as well.

Unallocated space: The area on a device’s
memory outside the defined file system that is
available to write data to. Very often, deleted
data or fragments can be found and carved
from unallocated space.
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